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Client Management overview

With Client Management, you can deploy the Tanium™ Client to targeted sets of Windows,
Linux, Mac, Solaris, or AIX endpoints.

Deployment process overview

To deploy clients, you first configure client configurations and credentials. You can then
use those configurations to create deployments, which are targeted at specific sets of
unmanaged endpoints. The Tanium Module Server installs the Tanium Client on the
targeted endpoints. Depending on the results, you can reuse the configurations to try
deployments again or target different sets of endpoints.

Client configurations

A client configuration includes client settings specific to a deployment, including the
version of the Tanium Client to deploy, and the Tanium Server with which to associate the
client. Client configurations can also contain tags, which identify the endpoints after the
clientis installed.

Client credentials

Client credentials are a list of credentials the Module Server uses to log in to endpoint
computers for installation of the Tanium Client. This list of credentials is tried in the
defined order for each endpoint in the deployment.

Target endpoints

When you create and run a deployment, you can target endpoints by IP address or range,
computer name, or labels from Tanium™ Discover.

Integration with other Tanium products
Trends

Client Management features Trends boards that provide data visualization of Client
Management concepts, including successful and failed deployments, and the versions of
the Tanium Client that were deployed. The following panels are in the Tanium Client
Management board:
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Tanium Client versions deployed

o Tanium Client versions deployed - latest
o Successful installations

Deployment failures

For more information about how to import the Trends boards that are provided by Client
Management, see Tanium Trends User Guide: Importing the initial gallery.

This documentation may provide access to or information about content, products (including hardware and software), and services provided by third
parties (“Third Party Items”). With respect to such Third Party Items, Tanium Inc. and its affiliates (i) are not responsible for such items, and expressly
disclaim all warranties and liability of any kind related to such Third Party Items and (ii) will not be responsible for any loss, costs, or damages incurred
due to your access to or use of such Third Party Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.

Further, this documentation does not require or contemplate the use of or combination with Tanium products with any particular Third Party Items and
neither Tanium nor its affiliates shall have any responsibility for any infringement of intellectual property rights caused by any such combination. You, and
not Tanium, are responsible for determining that any combination of Third Party Items with Tanium products is appropriate and will not cause infringement
of any third party intellectual property rights.
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Getting started

1. Install and configure Tanium Client Management. For more information, see Installing
Client Management on page 19.

2. Configure client configuration settings. These configurations define the properties of
the clients that you want to install on the endpoint, including platform, client version,
and the Tanium Server name.

3. Configure credentials. These credentials specify the user names and passwords that
are required to install the clients. The priority of credentials defines the order to try
each user name and password combination.

4. Deploy Tanium Client. Specify settings for the deployment, including the configured
client configuration and credentials settings. Target the endpoints on which you want
to install the Tanium Client, schedule the deployment, and define the method you
want to use to deploy.

5. Monitor results. View the results of the deployment, and re-deploy if necessary.
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Client Management requirements

Review the requirements before you install and use Client Management.

Tanium dependencies

In addition to a license for Client Management, make sure that your environment meets the
following requirements.

Component  Requirement

Tanium™ 7.2 or later

Core

Platform

Tanium If you clicked Install with Recommended Configurations when you installed Client
products Management, the Tanium Server automatically installed all your licensed modules

at the same time. Otherwise, you must manually install Tanium Discover, as
described under Tanium Console User Guide: Manage Tanium modules.

Tanium Discover 3.1 or later is optional. With Discover, you can target endpoints
based on Discover tags.

Tanium™ Module Server

Client Management is installed and runs as a service on the Module Server host computer.
The impact on the Module Server is minimal and depends on usage.

Endpoints

For a list of supported operating systems for the Tanium Client, see Tanium Client Guide:
Host system requirements.

Supported operating systems

The following endpoint operating systems are supported with Client Management.

Operating System Version

Microsoft Windows 2008 R2 with Service Pack 1 or later
Server

Microsoft Windows 7 and later

Workstation
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Operating System Version

macOS Same as Tanium Client support. See Tanium Client User Guide: Host
system requirements.

Linux Same as Tanium Client support. See Tanium Client User Guide: Host
system requirements.

Solaris Same as Tanium Client support. See Tanium Client User Guide: Host
system requirements.

AIX Same as Tanium Client support. See Tanium Client User Guide: Host
system requirements.

Host and network security requirements

Specific ports and processes are needed to run Client Management.

For information about preparing endpoints for remote installation, see Prepare for
deployment to Linux, macOS, or UNIX endpoints on page 22 and Prepare for deployment to

Windows endpoints on page 23.

Ports

The following ports are required for Client Management communication.

Component | Port

Direction

Purpose

Module Server | 22/TCP Outbound | Communicate with endpoints during
(Windows) 135/TCP client installation
139/TCP RPC must be enabled from the module
445/TCP server
Module Server | 22/TCP Outbound | Communicate with endpoints during
(Non-Windows) | 135/TCP client installation
445/TCP
Endpoints 17472, 135,445 Inbound, | Communicate with Module Server during
(Windows) Outbound | client installation
Endpoints 17472,22 Inbound, | Communicate with Module Server during
(Non-Windows) Outbound | client installation

Tip: This port is opened
automatically on macOS systems
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Security exclusions

If security software is in use in the environment to monitor and block unknown host system
processes, your security administrator must create exclusions to allow the Tanium
processes to run without interference.

Table 1: Client Management security exclusions

Target Device Process

Module Server "<Tanium Module Server>\services\client-
management-service\node.exe" service.]js

<Tanium Module Server>\services\twsm-
vi\twsm.exe

Endpoints (Windows 32-bit) | \Program Files\Tanium\ (during client installation)
\Program Files\Tanium\Tanium Client)\

Endpoints (Windows 64-bit) \Program Files (x86)\Tanium\ (duringclientinstallation)
\Program Files (x86)\Tanium\Tanium Client\

Endpoints (macOS) /Library/Tanium/ (during client installation)
/Library/Tanium/TaniumClient/

Endpoints (Linux, Solaris, /opt/Tanium/ (during client installation)
AlX) /opt/Tanium/TaniumClient/

Internet URLs

If security software is deployed in the environment to monitor and block unknown URLs,
your security administrator might need to add the following URL to the whitelist.

« https://content.tanium.com
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User role requirements

Table 2: Client Management user role permissions

Permission Client Client Client Client Client Client
Manageme Managem Managem @ Managem Manageme | Managem
nt ent User | ent ent nt ent Read-
Administra APl User | Auditor Credential Only User

tor S
Administra

Show Client-
managemen
tl

View the
Client
Managem
ent
workbenc
h

@2 ] (] [ x) (] V]
Client-

managemen
t
Configuratio
ns Read

Read
client and
deployme
nt
configura
tions
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Permission Client Client Client Client Client Client
Manageme Managem  Managem @ Managem @ Manageme | Managem
nt ent User |ent ent 1] ent Read-

Administra APl User | Auditor Credential  Only User
tor S

Administra

tor

Client-
managemen
t
Configuratio
ns Write

Create
and
modify
client and
deployme
nt
configura
tions

@2 o [ x] (] 92 ]
Client-

managemen
t Credentials
Read

Read
credential
s list, but
not view
associate
d
password
s or key
data
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Permission Client Client Client Client Client Client
Manageme Managem  Managem @ Managem @ Manageme | Managem
nt ent User |ent ent 1] ent Read-

Administra APl User | Auditor Credential  Only User
tor S
Administra

Client-
managemen
t Credentials
Write

Create
and
modify
credential
s lists

Client-
managemen © © © [x) o ()
t Credentials
View

View
password
s or key
data for
credential
s lists
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Permission Client Client Client Client Client Client
Manageme Managem  Managem @ Managem @ Manageme | Managem
nt ent User |ent ent 1] ent Read-

Administra APl User | Auditor Credential  Only User
tor S

Administra

tor

Client-
managemen
t
Deployments
Read

View data
about
client
deployme
nts

Client-
managemen
t
Deployments
Write

Create
deployme
nts of
Tanium
Client to
unmanag
ed
endpoints
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Permission Client Client Client Client Client Client
Manageme Managem  Managem @ Managem @ Manageme | Managem
nt ent User |ent ent 1] ent Read-

Administra APl User | Auditor Credential  Only User
tor S

Administra

tor

Client-
managemen
t Settings
Write

Write
access to
global
settings
in the
Client
Managem
ent
module

Client-
managemen () © o () 0 ()

t Read Audit
Log

Read
audit log
with API
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Permission Client Client Client Client Client Client
Manageme Managem  Managem @ Managem @ Manageme | Managem
nt ent User |ent ent 1] ent Read-

Administra APl User | Auditor Credential Only User
tor S

Administra

tor

Client-
managemen © (] o [ x) (] [ x)

t Use API

Write
access to
global
settings
in the
Client
Managem
ent
module

1 To install Client Management, you must have the reserved role of Administrator.

2 Denotes a provided permission.

Table 3: Provided Client Management Advanced user role permissions

Permiss | Content | Client Client Client Client Client Client
ion Set for | Managem | Manage | Manage | Manage | Managem | Managem
Permiss | ent ment ment ment ent ent Read-
ion Administr | User APl User | Auditor | Credential Only
ator S User
Administr
ator
Execute | Tanium o o o V] o o
Plugin Client
Manage
ment
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Permiss | Content | Client Client Client Client Client Client

ion Set for | Managem | Manage | Manage | Manage | Managem | Managem
Permiss | ent ment ment ment ent ent Read-
ion Administr ' User APl User | Auditor | Credential  Only
ator S User
Administr
ator
Execute | Reserved o o ‘ o ‘ © © o
Plugin

Table 4: Optional roles for Client Management

Role Enables

Discover Read Only User For service

account: Deploy
to endpoints
based on
Discover labels

For more information and descriptions of content sets and permissions, see Tanium Core
Platform User Guide: Managing roles.
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Installing Client Management

Use the Tanium Solutions page to install Client Management and choose either automatic
or manual configuration:

« Automatic configuration with default settings (Tanium Core Platform 7.4.2 or later
only): Client Management is installed with any required dependencies and other
selected products. After installation, the Tanium Server automatically configures the
recommended default settings. This option is the best practice for most deployments.
For more information about the automatic configuration for Client Management, see
Import and configure Client Management with default settings on page 19.

« Manual configuration with custom settings: After installing Client Management, you
must manually configure required settings. Select this option only if Client
Management requires settings that differ from the recommended default settings. For
more information, see Import and configure Client Management with custom settings

on page 19.

Before you begin

¢ Read the release notes.

o Review the Client Management requirements on page 9.

« Assign the correct roles to users for Client Management. Review the User role
requirements on page 12. To import the Client Management solution, you must be
assigned the Administrator reserved role.

Import and configure Client Management with default settings

When you import Client Management with automatic configuration, the Client Management
service account is set to the account that you used to import the module.

To import Client Management and configure default settings, be sure to select the Apply
Tanium recommended configurations check box while performing the steps in Tanium
Console User Guide: Manage Tanium modules. After the import, verify that the correct
version is installed: see Installing Client Management on page 19.

Import and configure Client Management with custom settings

To import Client Management without automatically configuring default settings, follow the
steps in Tanium Console User Guide: Manage Tanium content packs. After the import,
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verify that the correct version is installed: see Installing Client Management on page 19.

Configure service account

The service account is a user that runs several background processes for Client
Management. This user requires the following roles and access:

o Content Administrator and Tanium Client Administrator, or Tanium Administrator

 (Optional) Discover Read Only User role, to deploy to endpoints based on labels
created in Tanium Discover

For more information about Client Management permissions, see User role requirements
on page 12.

1. From the Main menu, click Tanium Services > Tanium Client Management to open
the Client ManagementHome page.

2. Click Settings & and open the Service Account tab.

3. Update the service account settings and click Save.

Verify installation

To verify that Client Management is installed, go to the Tanium Solutions page and check
the installed version.

(Tanium 7.2.x, 7.3.x only) Upload Tanium public key

If you are using Tanium Server 7.2.x or 7.3.x, upload the Tanium public key. This public key
enables the connection between the clients you are installing and the Tanium Server. This
configuration occurs automatically with Tanium Server 7.4 and later.

1. From the Client Management home page, click Settings %¥.

2. Click Choose File and select the tanium. pub file for your Tanium Server. The
tanium.pub file is in the top-level installation directory for the Tanium Server.

3. Click Upload.

Add client installation files for air-gapped environments

If you cannot enable communication between your Tanium Module Server and
content.tanium.com, contact your TAM to configure client installers on the Tanium Module
Server.
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What to do next

See Getting started on page 8 for more information about using Client Management.
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Deploying Tanium Client

To deploy Tanium Client to unmanaged endpoints, configure your endpoints to accept
connections from the Module Server. Create sets of client settings and credentials to define
the types of clients to deploy and the information that is needed to log into the endpoints
to perform the installations. Finally, use these configurations to create a deployment that
targets a specific set of endpoints.

IMPORTANT: You can only install on endpoints that do not have a Tanium Client
already installed. To upgrade the Tanium Client, see Tanium Client User Guide:
Upgrading Tanium Clients.

Plan deployment targeting

You can deploy the Tanium Client to a single IP, computer name, IP or CIDR range, or a
Discover label.

If you want to deploy to unmanaged interfaces that get defined in Discover, you can create
a label and use the label as a deployment target. For example, you create a New Computers
label with the condition: First Seen in the last 30 minutes AND Computer Id = "@".
For more information about creating labels in Discover, see Tanium Discover User Guide:
Labels.

Prepare for deployment to Linux, macOS, or UNIX endpoints

1. Configure password-based or SSH key-based authentication based on what the
endpoints expect.
For example, Amazon Linux requires key-based authentication. On the endpoint, be
sure to enable SSH key-based authentication and enable NOPASSWD in the sudoers
file for the admin user account. Add this user name and password to the credentials
list. This configuration ensures that the key, and not a password, is used to elevate
the admin permissions of the user so that the user can install the Tanium Client and
start the service.

2. Allow traffic from the Module Server to endpoints on TCP port 22 (SSH port,
configurable). For more information, see Host and network security requirements on
page 10.

3. Configure any host-based firewalls or other security tools on the endpoint that might
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interfere with a remote installation that is initiated through SSH. For more
information, see Host and network security requirements on page 10.

4. If you use the root account to install, make sure the sshd_config allows root login.

5. Verify that you can log in to the remote system with SSH, using the same credentials
that you will use for the Tanium Client deployment.

Prepare for deployment to Windows endpoints

1. Enable Windows file-and-print sharing and remote procedure calls (RPCs) on the
target endpoints. Enabling these settings is required only for installation. You can
disable the sharing and RPCs after the installation.

2. Configure any host-based firewalls or other security tools on the endpoint that might
interfere with a remote installation initiated through RPC. For more information, see
Host and network security requirements on page 10.

3. Allow TCP traffic on ports 135 and 445 from the Tanium Module Server host
computer to the endpoints on which you want to deploy the Tanium Client. For more
information, see Host and network security requirements on page 10.

4. Verify that you can log in to the remote system with PSEXEC or WMIC command line
utilities with the same credentials that you will use for the Tanium Client deployment.

For example:

psexec \\192.168.1.130 -u Administrator cmd /c dir
C:\Users\Administrator\Documents
wmic /node:"192.168.1.130" /user:"Administrator" useraccount list brief

CAUTION: Windows credential handling during login events might expose the user
name and password in command line arguments on the source system that is
initiating the deployment, and in memory on the remotely accessed endpoints. To
protect credentials that are used for client deployment, use one of the following
methods:

« Use a temporary account that is removed after deployment.

« Disable or change the password for the account after client deployment is
complete.

Configure client settings

Client settings define the Tanium Server, platforms, and installation directories for your
client deployment. You can configure multiple client settings to deploy to different types of
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environments.

1. From the Client Management menu, click Client Settings. Click Create.

2. Specify the IP address or host name of the Tanium Server from which you want to
perform the deployment.

3. Select the platforms of the endpoints to which you are installing Tanium Client. You
can leave the installation directories as their default values, or specify custom
installation directories. and then use the label as a deployment target

© 2020 Tanium Inc. All Rights Reserved Page 24



Create Client Settings

Configure the client platforms and versions that you want to install on your endpoints and then Tanium Server that is going to perform
the installation

* Required

Name

Morrisville

Tanium Server Names *

ts1.tam.local

Client Platforms
-

Install Directory on Windows

C:\Program Files (x86)\Tanium\Tanium Client

Install Directory on Linux

/opt/Tanium/Tanium Client/

Log Level

10

Client Port

17472

Client Version

[] Install latest 7.4 client

Client Settings

Add Client Setting

- =

4. Click Save.

Configure client credentials

Client credentials are a list of user name and password combinations for the target
endpoints on which you want to install Tanium Client.

On Mac OS and Linux endpoints, you can also specify a key or keyphrase.
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1.
2.

3.

From the Client Management menu, click Credentials. Click Create.

Specify a name for the credentials list, and a set of user names and passwords to try
for each operating system type.

Tanium > Tanium Client Management > Credentials >

Create Credentials

* Required

Name *

Morrisville

Windows Credentials

Eb

tadmin1 B | cecosccrseecsscerees

Eb

user52 || eescsccsccccccccccccce

All Other Credentials ( Mac OSX, Linux )

P —
macadmin | essssssseees m -keyphrase MIIlI}

Key

Keyphrase

1zw%ILcNMI6P

Click Save.

Configure a deployment

1.
2.

From the Client Management menu, click Deployments. Click Create.

Specify a descriptive name for the deployment, and select the client configuration
and credentials that you configured.

Configure targeting. You can target endpoints by a single IP, computer name, IP or
CIDR range, or discover label. For information about configuring disscover labels, see
Tanium Discover User Guide: Labels.

Select a deployment method. Add SMB for Windows, and SSH for Linux, depending
on the targeted set of endpoints. Other deployment method settings can be left at the
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default value or tuned as needed.

Tanium > Tanium Client Management > Deployments >

Create Deployment

* Required
Deployment Name *

Morrisville

Description

Client Configuration *

Morrisville v

Credentials List *

Morrisville v

Targeting

Ip Range v 192.168.1.1-192.168.1.50

Method

:

SSH Ports *

22

Retry Delay *
60

Delay between connection retries (in seconds)

Retry Limit *x
5

Max connection attempts per IP

Install Delay *
60

Delay between install attempts (in seconds)

Install Limit *
5

Max concurrent installs

a Save And Deploy
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5. Click Save to save the deployment without running, or Save and Deploy to
immediately deploy. To start the deployment after you save, click Start Deployment P

Monitor deployments

From the Client Manage

Tanium > Tanium Client Management > Deployments >

Install to all Unmanaged Devices

Status Complete Not Started Running Failed
completed 61 - - 7
Items
70

» Address Install Status

» 10.0.16.6 COMPLETE

» 10.0.16.13 ERROR_ACQUIRE_LOGS_FAIL

» 10.0.16.16 ERROR_ACQUIRE_LOGS_FAIL

» 10.0.16.20 COMPLETE

» 10.0.16.38 COMPLETE

» 10.0.16.48 FAILED

» 10.0.16.92 FAILED

» 10.0.16.130 FAILED

» 10.0.16.132 COMPLETE

» 10.0.16.160 COMPLETE

» 10.0.16.182 FAILED

» 10.0.16.187 COMPLETE

» 10.0.16.193 COMPLETE

» 10.0.16.206 COMPLETE

» 10.0.16.209 COMPLETE

N/A Total Endpoints

2 70

Status Details

Cleanup via SSH successful.

Log acquisition failed.

Log acquisition failed.

Cleanup via SSH successful.

Cleanup via SSH successful.

Failed to distribute installation files to endpoint.
Installation failed.

Installation failed.

Cleanup via SSH successful.

Cleanup via SSH successful.

Failed to distribute installation files to endpoint.
Cleanup via SSH successful.

Cleanup via SSH successful.

Installation bootstrap service result file
indicates completion.

Installation bootstrap service result file

ment menu, click Deployments. Click the name in the Name column. You can then view the
status of the deployment, including viewing a list of the targeted endpoints.

Deployment steps

When you start a deployment, the following actions are run to install the Tanium Client:

1. Ping the targeted endpoints to verify they are online.

2. Detect the operating system of the endpoints that respond to the ping.

3. Trythe credentials in the defined credentials list to log into the endpoint for

installation.
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4. Copy the Tanium public key file for the Tanium Server to the endpoint.
5. Install Tanium Client on the endpoint. The version and installation location are
defined in the client configuration for the deployment.

6. Verify the installation has completed.
Deployment status

Deployments can have the following status:

« Install completed
« Install failed

« Not applicable

For more information about troubleshooting deployments, see Troubleshoot deployments
on page 30.
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Troubleshooting Client Management

To send information to Tanium for troubleshooting, collect logs and other relevant
information.

Collect logs
The information is saved as a ZIP file that you can download with your browser.

1. From the Client Management home page, click Help @, then the Troubleshooting tab.

2. Click Download Debug Package.
A tanium-client-management-support.zip file downloads to the local
download directory.

3. Attach the ZIP file to your Tanium Support case form or send it to your Technical
Account Manager (TAM).

Tanium Client Management maintains logging information in the client-
management.log filein the \Program Files\Tanium\Tanium Module

Server\services\client-management-files directory.

Troubleshoot deployments

Problem: A new deployment instantly switches to the Completed status with no
attempted deployments to endpoints

The Module Server is having trouble downloading the client binaries.
SOLUTION

Check the TDownloader log for download errors. For information about where to find this
log, see Tanium Core Platform Deployment Reference Guide: TDownloader logs.

Problem: Endpoint Install Status = ERROR_ACQUIRE_LOGS_FAIL

Log messages for the deployment contain the following message:

Deployment Result Generated: Necessary file(s) missing on disk: C:\Program
Files\Tanium\Tanium Module Server\services\client-management-
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files\deployment-runner-data\bc6bf6£fd-0388-4£2d-9120-
860cac75e8d4\tanium.pub

SOLUTION

Upload the tanium.pub file. See (Tanium 7.2.x, 7.3.x only) Upload Tanium public key on
page 20.

Problem: Endpoint Install Status = ERROR_CONNECTION_FAIL

Log messages for the deployment contain the following message:

Deployment Result Generated: All 1 connection attempt(s) resulted in no
response from the target.

SOLUTION

1. Check the user name provided with the credentials. Credentials must be active and
not disabled. Check that the domain is added correctly, for example:
domain\username for a domain account, or username for a local endpoint account.

2. Check the password provided with the credentials to ensure it is not disabled or
expired.

3. Check both the target endpoint firewall and network device firewalls. The Module
Server might be blocked from initiating a connection to the target endpoint by a
firewall. SMB ports on 139 and 445 must be open. SSH port 22 must be open. Use the
following testing techniques to check the ports:

o Test Network connections:

m Windows PowerShell: Test-NetConnection -computer ip address -
port port_number

m Linux: telnet, nc / netcat

o Check TanOS network status: See Tanium Appliance Deployment Guide:
Support menu.

4. (Windows endpoints) If the client is non-domain joined, you must edit the Windows
registry to allow remote installations.
In most Active Directory environments, admin shares are already available. For
standalone machines that have not joined the domain, you might have to enable
admin shares so that a user can reach c$ with sufficient permissions. In Windows 7
and 8 machines, enable the admin shares of a standalone machine by adding the
following registry key and restarting the computer:
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Hive: HKEY LOCAL MACHINE

Key: Software\Microsoft\Windows\CurrentVersion\Policies\System
Name: LocalAccountTokenFilterPolicy

Data Type: REG_DWORD

Value: 1

IMPORTANT: Admin shares are not available in Home editions of Windows
operating systems.

Problem: Endpoint Install Status = ERROR_CONNECTION_FAIL

Log messages for the deployment contain the following message:

Command resulted in error: Error: Connection to 'SSH Client for
'192.168.24.11"'" was not established

SOLUTION

1. Verify the client configuration and deployment settings. You might be targeting a
Windows endpoint with a deployment while only using SSH as a connection method.

2. Verify that the targeted Linux endpoint has SSH enabled and is configured on port 22.

3. Check the user name provided with the credentials. Credentials must be active and
not disabled. Check that the domain is added correctly, for example:
domain\username for a domain account, or username for a local endpoint account.

4. Check the password provided with the credentials to ensure it is not disabled or
expired.

Problem: Endpoint Install Status = ERROR_ACQUIRE_LOGS_FAIL

Log messages for the deployment contain the following message:

SMB 'mkdir' command exited with exit code 1.

SOLUTION

Verify that you are not trying to deploy to an endpoint that already has the Tanium Client
installed. The endpoint could have a Tanium Client that was not fully removed, or an
Tanium Client installation that points to a different Tanium environment.
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Uninstall Client Management

1. From the Main menu, click Tanium Solutions.
2. In the Tanium Content section, select the Client Management row.

3. Click Uninstall Solution. Click Uninstall to complete the process.
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