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Tanium Core Platform Servers overview
This guide describes requirements and procedures for installing the following Tanium™ Core
Platform servers on customer-provided Windows infrastructure.

l Tanium™ Server

l Tanium™ Module Server

l Tanium™ Zone Server (including the Tanium™ Zone Server Hub)

Tanium Infrastructure types

Tanium Core Platform servers support the following infrastructure options:

l Hardened physical or virtual Tanium Appliance (recommended): See the Tanium
Appliance Installation Guide.

l Windows installation on customer-provided hardware, as described in this guide.

Tanium Server

The Tanium Server is the server that communicates with Tanium™ Clients, other Tanium
Core Platform servers, and the content.tanium.com servers that host Tanium content packs.
Tanium Clients communicate with the Tanium Server directly or through a Tanium Zone
Server that acts as a proxy. The Tanium Server also runs the Tanium™ Console and API
services.

You can install the Tanium Server on a dedicated host that is separate from the Tanium
Module Server and database server, or on an all-in-one host that all three servers share. Use
a dedicated host for enterprise production and lab environments (see Tanium Core Platform
topology on page 10); the all-in-one architecture is just for proof-of-concept deployments.

You can deploy two Tanium Servers in an active-active high availability (HA) cluster to
ensure continuous availability in the event of an outage or scheduled maintenance.
HA deployments have the following characteristics:

Tanium Client connections

Tanium Clients use a Tanium Server list to automatically find a backup server if the
primary Tanium Server assigned to them is unavailable.

Shared database

https://docs.tanium.com/appliance/appliance/overview.html
https://docs.tanium.com/appliance/appliance/overview.html
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Tanium Servers in an HA cluster read and write to one shared database. Each server
creates an entry for itself in the tanium database that identifies it to the other servers
in the cluster. Follow database administration best practices to ensure availability of
the database server and to ensure that the Tanium databases and related database
objects are backed up routinely.

Tanium Console

Each HA cluster member has a Tanium Console with its own URL.

Tanium™ solution modules

The modules are installed on a Tanium Module Server that all the Tanium Servers in
an HA cluster share. However, to make the modules available in all the Tanium
Servers, you must import the modules through the Tanium Console of each cluster
member. The Module Server does not support HA.

HA cluster communication

Each Tanium Server passes Tanium messages (such as answers to questions) and
package files to the other HA cluster members over port 17472. When you upload
package files to a Tanium Server, it automatically synchronizes the files to the other
HA cluster members.

Note: HA clustering is not required to scale Tanium capacity or improve
performance. You can resize the host system hardware and operating systems
of standalone Tanium Core Platform servers to meet your capacity and
performance requirements. For details, see Reference: Host system sizing
guidelines on page 74.

To install a standalone (non-HA) Tanium Server on a dedicated Windows Server host, see
Installing the Tanium Server on page 32. To install Tanium Servers in an HA deployment, see
Installing the Tanium Server in an active-active HA cluster on page 48.

Tanium Module Server

The Tanium Module Server runs application services and stores files for Tanium solution
modules, such as Tanium™ Patch. Tanium administrators can use the Tanium Console to
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manage and use solution modules. The Module Server communicates directly only with the
Tanium Server. Endpoints receive packages through the Tanium Server or Zone Server.

In production deployments, you install the Module Server on a dedicated host (not shared
with the Tanium Server) to prevent intentional or accidental scripts from having a direct
impact on the Tanium Server. For the procedure, see Installing the Tanium Module Server
on page 38.

Note: In a limited proof-of-concept (POC) deployment only, you can install the
Module Server and Tanium Server on the same host.

Tanium Zone Server

In Tanium deployments, Tanium Clients initiate connections with the Tanium Server.
However, enterprise network security policies typically do not allow endpoints that reside in
an external, untrusted network to initiate connections to resources such as the Tanium
Server that reside in a trusted, internal network. To enable the Tanium Server to manage
external endpoints, deploy one or more Tanium Zone Servers in your DMZ to proxy
communication from the external endpoints. For the procedure, see Installing the Tanium
Zone Server on page 43.

The following figure illustrates Zone Server communication. The Zone Server is installed as
a service, typically on an existing, shared device in the DMZ. It communicates with the
Tanium Server through a Tanium Zone Server Hub process that you install on a host
computer in the internal network, typically the Tanium Server host computer. You configure
Tanium Clients on external endpoints to register with the Zone Server as if it were the
primary Tanium Server.

Figure  1: Zone Server deployment

To optimize Tanium system performance, the Tanium Zone Server caches sensor
definitions, configuration information, package files associated with actions, and files
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requested through the Tanium Client API. It provides these resources to Tanium Clients
without having to re-request them from the Tanium Server. If necessary to prevent over-
consumption of disk space on the Zone Server, you can configure a maximum cache size:
see Limit Zone Serve cache storage on page 60.

IMPORTANT: When using Tanium to manage external endpoints, be mindful that they
might not have the same access to internal resources as internal endpoints. Target
actions so that Tanium Clients on external endpoints do not attempt to access
resources on the internal network, like an Active Directory server, or package files
staged on an internal URL.

Tanium Core Platform topology

In an enterprise production deployment, the Tanium Server, Tanium Module Server, and
database server must reside on separate hosts, as illustrated in the following figure. In a
limited proof-of-concept (POC) deployment, these three servers reside on the same host.
However, the POC architecture is intended for demonstration purposes only and does not
support enterprise deployments. As a best practice, use the production environment
architecture for the enterprise lab environment that you use to qualify software upgrades
and test content solutions.

Figure  2: Enterprise production or enterprise lab deployment
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This documentation may provide access to or information about content, products (including hardware and software), and services provided by third
parties (“Third Party Items”). With respect to such Third Party Items, Tanium Inc. and its affiliates (i) are not responsible for such items, and expressly
disclaim all warranties and liability of any kind related to such Third Party Items and (ii) will not be responsible for any loss, costs, or damages incurred
due to your access to or use of such Third Party Items unless expressly set forth otherwise in an applicable agreement between you and Tanium.

Further, this documentation does not require or contemplate the use of or combination with Tanium products with any particular Third Party Items and
neither Tanium nor its affiliates shall have any responsibility for any infringement of intellectual property rights caused by any such combination. You,
and not Tanium, are responsible for determining that any combination of Third Party Items with Tanium products is appropriate and will not cause
infringement of any third party intellectual property rights.
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Requirements
This topic summarizes the requirements for installing Tanium™ software.

Installation package and license files

Your Technical Account Manager (TAM) provides the following Tanium™ installation package
files and license file required to install the Tanium Server, Tanium Module Server, and
Tanium Zone Server:

l SetupServer.exe

l SetupModuleServer.exe

l SetupZoneServer.exe

l tanium.license

The installation package for each of these three servers must have the same build number
(for example, all must have build number 7.3.314.4103). To complete the procedures in this
guide, be sure you can copy these files to, and between, the host computers.

The license is bound to the hostname you assign to the Tanium Server. In high availability
(HA) deployments, the license must specify the hostnames of both Tanium Servers. Inform
your TAM if the server hostnames change.

Server host system requirements

The following table summarizes basic requirements for Tanium Core Platform and database
servers that are installed on customer-provided Windows infrastructure. For detailed version
specifications and sizing guidelines, see Reference: Host system sizing guidelines on page
74.

Server Hardware Operating System Software

Tanium Server CPU cores: 4 to 80
Memory: 16 to 512 GB
Disk: 100 GB to 3.5 TB

l Windows Server 2019

l Windows Server 2016

l Windows Server 2012 R2

l Windows Server 2012

l Microsoft Windows 2008
R2 (64-bit)

A web browser is required to
use Tanium Console: see
Tanium Console User Guide:
Web browser requirements.

Table 1: Server hardware and software requirements

https://docs.tanium.com/platform_user/platform_user/requirements.html#web_browser_requirements
https://docs.tanium.com/platform_user/platform_user/requirements.html#web_browser_requirements
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Server Hardware Operating System Software

Database
Server

CPU cores: 4 to 32
Memory: 4 to 48 GB
Disk: 125 GB to 750 GB

l Windows Server 2019

l Windows Server 2016

l Windows Server 2012 R2

l Windows Server 2012

l Microsoft Windows 2008
R2 (64-bit)

l Microsoft SQL Server 2019
(Tanium 7.2 and later)

l Microsoft SQL Server 2017
(Tanium 7.2 and later)

l Microsoft SQL Server 2016

l Microsoft SQL Server 2014

l Microsoft SQL Server 2012

l Microsoft SQL Server 2008
SP3 (64-bit)

l PostgreSQL Server 9.5 and
later (Contact your TAM
for guidance on host
computer specifications
and PostgreSQL Server
version specifications.)

Tanium
Module Server

CPU cores: 4 to 16
Memory: 8 to 48 GB
Disk: 150 GB to 300 GB

l Windows Server 2019

l Windows Server 2016

l Windows Server 2012 R2

l Windows Server 2012

l Microsoft Windows 2008
R2 (64-bit)

Tanium Zone
Server

CPU cores: 4 to 80
Memory: 8 to 256 GB
Disk: 100 GB to 3.5 TB

l Windows Server 2019

l Windows Server 2016

l Windows Server 2012 R2

l Windows Server 2012

l Microsoft Windows 2008
R2 (64-bit)

Client host system requirements

The following table summarizes basic requirements for endpoint host systems where you
install the Tanium Client. Hardware resource requirements vary based on the actions that
you deploy to the endpoints; consult your technical account manager (TAM) for guidance.
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IMPORTANT:
We strongly recommend that all Windows endpoints have the following root
certificate authority (CA) certificates because they are required to verify the integrity
of the Tanium Client binaries:

l DigiCert Assured ID Root CA (thumbprint
0563B8630D62D75ABBC8AB1E4BDFB5A899B24D43)

l DigiCert High Assurance EV Root CA (thumbprint
5FB7EE0633E259DBAD0C4C9AE6D38F1A61C7DC25)

l DigiCert SHA2 Assured ID CA (thumbprint
E12D2E8D47B64F469F518802DFBD99C0D86D3C6A)

l DigiCert SHA2 Assured ID Code Signing CA (thumbprint
92C1588E85AF2201CE7915E8538B492F605B80C6)

Operating system OS Version Tanium Client
Version

Microsoft Windows
Server

l Windows Server 2019 *

l Windows Server 2016 *

l Windows Server 2012, 2012 R2

l Windows Server 2008, 2008 R2

* Nano Server not supported.

7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1540

Windows Server 2003, 2003R2 6.0.314.1540

Microsoft Windows
Workstation

l Windows 10

l Windows 8

l Windows 7

l Windows Vista

7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1540

Windows XP (including Embedded) 6.0.314.1540

Table 2: Supported OS versions for Tanium Client hosts
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Operating system OS Version Tanium Client
Version

macOS
(Intel processor only)

macOS 10.15 Catalina*

* If you enable the app notarization
requirement (a security process that Apple
introduced in macOS 10.15), you must install
Tanium Client 7.2.314.3608 or later.

7.2.314.3608
7.2.314.3518

l macOS 10.14 Mojave*

l macOS 10.13 High Sierra

l macOS 10.12 Sierra

l OS X 10.11 El Capitan

* See the Tanium™ Support Knowledge Base
for the Minimum Tanium product versions
required to support endpoints that run macOS
10.14 Mojave.

7.2.314.3608
7.2.314.3518
7.2.314.3476
7.2.314.3236
6.0.314.1579

OS X 10.10 Yosemite 7.2.314.3518
7.2.314.3476
7.2.314.3236
6.0.314.1579

https://tanium.zendesk.com/hc/en-us/articles/360018372892
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Operating system OS Version Tanium Client
Version

Linux
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Operating system OS Version Tanium Client
Version

Amazon Linux 2 LTS (2017.12) 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
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Operating system OS Version Tanium Client
Version

Amazon Linux 1 AMI (2016.09, 2017.12, 2018.03) 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579
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Operating system OS Version Tanium Client
Version

Debian 9.x, 8.x 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
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Operating system OS Version Tanium Client
Version

Debian 7.x, 6.x 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579
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Operating system OS Version Tanium Client
Version

Oracle Enterprise Linux 7.x, 6.x 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579
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Operating system OS Version Tanium Client
Version

Oracle Enterprise Linux 5.x 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3236
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Operating system OS Version Tanium Client
Version

l Red Hat Enterprise Linux (RHEL) 8.x

l CentOS 8.x

7.2.314.3584
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Operating system OS Version Tanium Client
Version

l Red Hat Enterprise Linux (RHEL) 7.x, 6.x

l CentOS 7.x, 6.x

7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579

l Red Hat Enterprise Linux (RHEL) 5.x

l CentOS 5.x

7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3236
6.0.314.1579

l SUSE Linux Enterprise Server (SLES) 12

l openSUSE 12.x

7.2.314.3584
7.2.314.3518
7.2.314.3211
6.0.314.1579

l SUSE Linux Enterprise Server (SLES) 11.3,
11.4

l openSUSE 11.3, 11.4

7.2.314.3584
7.2.314.3518
7.2.314.3211
6.0.314.1579

l SUSE Linux Enterprise Server (SLES) 11.0,
11.1, 11.2

l openSUSE 11.0, 11.1, 11.2

6.0.314.1442

Ubuntu 18.04 LTS 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211

Ubuntu 16.04 LTS 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579

Ubuntu 14.04 LTS 7.2.314.3584
7.2.314.3518
7.2.314.3476
7.2.314.3211
6.0.314.1579

Ubuntu 10.04 LTS 6.0.314.1579
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Operating system OS Version Tanium Client
Version

AIX l IBM AIX 7.2

l IBM AIX 7.1 TL1SP10 and higher *

l IBM AIX 6.1 TL7SP10 and higher *

* 64-bit only. Tanium Client 6.0 requires xlC.rte
12.1.0.1 or later, and Tanium Client 7.2 requires
xlC.rte 13.1.3.1 or later.

7.2.314.3584
7.2.314.3518
6.0.314.1437

Solaris l Oracle Solaris 11 SPARC *

l Oracle Solaris 11 x86 *

l Oracle Solaris 10 U8 SPARC or higher *

l Oracle Solaris 10 U8 x86 or higher *

* Requires SUNWgccruntime.

7.2.314.3584
7.2.314.3518
6.0.314.1321

Internet access, network connectivity, and firewall

Tanium components use TCP/IP to communicate over IPv4 and IPv6 networks. Tanium Core
Platform 7.2 and earlier supports only IPv4. If you need IPv6 support in version 7.3 or later,
consult your TAM. You must work with your network administrator to ensure that the
Tanium components are provisioned with IP addresses and can use DNS to resolve
hostnames.

During installation and ongoing operations, the Tanium Server and the web browser that
you use to access the Tanium Console must connect to
https://content.tanium.com to import updates to Tanium Core Platform
components and modules. The Tanium Server might need to connect to additional URLs
based on the components you import. For a list of the required URLs, see Tanium Core
Platform Deployment Reference Guide: Internet URLs required.

The Tanium Server must be able to connect to the Tanium database server and Module
Server. In an HA deployment, the Tanium Servers must be able to connect to each other
over a reliable Ethernet connection. All these connections require a minimum throughput of
1 Gbps and a maximum round-trip latency of 30 ms.

If your enterprise network environment requires outbound Internet connections to traverse
a proxy server, you can configure settings for traversing the proxy server. For details, see
Tanium Console User Guide: Configuring proxy server settings.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/internet_URLs.html
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/internet_URLs.html
https://docs.tanium.com/platform_user/platform_user/console_proxy_server_settings.html
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Table 3 summarizes the Tanium processes and default values for ports used in Tanium Core
Platform communication. Host and network firewalls might need to be configured to allow
the specified processes to send/receive TCP via the ports listed. The Tanium installer opens
required ports in the Windows host firewall. You must work with your network security
administrator to ensure the platform components can communicate through any security
barriers (such as firewalls) in their communication path. For a detailed explanation, see
Tanium Core Platform Deployment Reference Guide: Network ports.

Your security administrator might also need to create rules to exempt or exclude Tanium
processes that run on the host computers from blocking by antivirus or processing by
encryption or other security and management stack software. For details, see Tanium Core
Platform Deployment Reference Guide: Host system security exceptions.

Component Process Inbound
Port

Destination Port

Tanium Server TaniumReceiver.exe 443, 17472 80, 443, 1433 or
5432, 17472 (HA),
17477

SQL Server or
PostgreSQL Server

Sqlservr.exe or postgres.exe 1433 or
5432

Tanium Module
Server

TaniumModuleServer.exe 17477 80, 443

Tanium Zone Server TaniumZoneServer.exe 17472

Tanium Zone Server
Hub

TaniumZoneServer.exe 17472

Tanium Client TaniumClient.exe 17472 17472

Tanium Client
Deployment Tool
(CDT)

TaniumClientDeploy.exe 22, 135, 445

Unmanaged
endpoint

Client Deployment Tool platform-specific
methods (during deployment only)

22, 135, 445

Table 3: Network communication ports used by Tanium components

The following figure illustrates how the Tanium Core Platform uses these ports in an HA
deployment on Windows infrastructure.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/network_ports.html#ports_Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html


© 2019 Tanium Inc. All Rights Reserved Page 27

Figure  3: Network communication ports

SSL certificates

SSL/TLS certificate and key exchanges secure connections to the Tanium™ Console or SOAP
and REST APIs, as well as connections between the Tanium Server and Tanium Module
Server.

When you run the installation wizards, they prompt you to generate a self-signed certificate
or specify the location of an existing certificate and key that was issued by a commercial
Certificate Authority (CA) or your own enterprise CA. As a best practice, use the self-signed
certificate option when you complete the initial installation steps provided in this guide.
Doing this facilitates troubleshooting by separating potential installation issues and SSL
issues. After you verify the deployment, you can replace the self-signed certificate with the
certificates that the commercial or enterprise CA issued. For the procedure, see Tanium
Core Platform Deployment Reference Guide: SSL certificates.

Administrator account permissions

Work with your Microsoft Active Directory (AD) administrator to provision the accounts
needed during Tanium Core Platform installations or upgrades and for post-
installation/upgrade activities.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/ssl_certificates.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/ssl_certificates.html#Windows
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Administrator accounts for installations and upgrades

The following table lists the administrator accounts required to install or upgrade Tanium
Core Platform servers, create Tanium databases, or deploy Tanium Clients. You can use a
single service account to install the Tanium Server and to create databases on the SQL or
PostgreSQL server, as long as the account has the all required group memberships and
permissions for those servers. You can also use a single service account to install the Zone
Server and Zone Server Hub. You must use a separate service account to install the Module
Server.

Service Account
Type

Host
System

Required
Group or
Permissions

Account Purpose

Tanium
Server and
Tanium
databases

AD service
account*

Tanium
Server host

Administrator,
Interactive
Logon

This service account installs and
upgrades the Tanium Server
software.

SQL Server
host

Sysadmin on
the SQL
instance

When running the installer from the
Tanium Server, this service user
connects remotely to the SQL Server
and creates the tanium and tanium_
archive databases.

PostgreSQL
Server host

Administrator When running the installer from the
Tanium Server, this service user
connects remotely to the PostgreSQL
Server and creates the tanium and
tanium_archive databases.

Tanium
Module
Server

AD service
account*

Tanium
Module
Server host

Administrator This service account installs and
upgrades the Tanium Module Server
software.

Tanium
Zone Server
and Zone
Server Hub

Local user or
AD

Tanium Zone
Server host

Administrator,
Interactive
Logon

This service account installs and
upgrades the Tanium Zone Server
software.

Tanium Zone
Server Hub
host

Administrator,
Interactive
Logon

This service account installs and
upgrades the Tanium Zone Server
Hub software.

Table 4: Administrator account permissions required for installations and upgrades
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Service Account
Type

Host
System

Required
Group or
Permissions

Account Purpose

Tanium
Client

Local System
or AD

Tanium Client
Deployment
Tool host

Administrator This account connects to endpoints
and installs and upgrades Tanium
Client software.

*It is possible to use the Local System account in a POC deployment, but not in a production
deployment.

Administrator accounts for post-installation/upgrade activities

The following table lists the administrator accounts required for regular, ongoing operations
performed after installations or upgrades, including running the services for Tanium Core
Platform servers and Tanium Clients, and accessing Tanium databases. If you reuse the
accounts used for installations and upgades, first reduce the account permissions to those
specified in the following table. You can use a single service account to run the Tanium
Server service and access the Tanium databases. You can also use a single service account
to run the Zone Server and Zone Server Hub services. You must use a separate service
account to run the Module Server service.
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Service Account
Type

Host
System

Required
Group or
Permissions

Account Purpose

Tanium
Server and
Tanium
databases

AD service
account*

Tanium
Server host

User-level
permissions

This service account runs the
Tanium Server service. The service
runs in the context of the Local
System or the AD account,
depending on the option you select
when installing the server.

SQL Server
host

DBO on Tanium
databases

This service user account accesses
the tanium and tanium_archive
databases. If you use the same
account for running the Tanium
Server service, the account must be
able to connect remotely to the SQL
Server. The account requires db_
owner role membership for the
Tanium databases. Assign the View
server state permission as a best
practice to enable the Tanium Server
to access data faster than the DBO
role alone.

PostgreSQL
Server host

User-level
permissions

This service user account accesses
the tanium and tanium_archive
databases. If you use the same
account for running the Tanium
Server service, the account must be
able to connect remotely to the
PostgreSQL Server.

Tanium
Module
Server

AD service
account*

Tanium
Module
Server host

Administrator This service account runs the
Tanium Module Server service. The
service runs in the context of the
Local System account.

Table 5: Administrator account permissions required for post-installation/upgrade
activities

https://msdn.microsoft.com/en-us/library/ms188754.aspx
https://msdn.microsoft.com/en-us/library/ms188754.aspx
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Service Account
Type

Host
System

Required
Group or
Permissions

Account Purpose

Tanium Zone
Server and
Zone Server
Hub

Local user or
AD

Tanium Zone
Server host

User-level
permissions

This service account runs the
Tanium Zone Server service. The
service runs in the context of the
Local System or the AD account,
depending on the option you select
when installing the server.

Tanium Zone
Server Hub
host

User-level
permissions

This service account runs the
Tanium Zone Server Hub service.
The service runs in the context of the
Local System or the AD account,
depending on the option you select
when installing the server.

Tanium
Client

Local System Tanium Client
Deployment
Tool host

Administrator On Windows, the Tanium Client
service runs in the context of the
Local System account.

*It is possible to use the Local System account in a POC deployment, but not in a production
deployment.



© 2019 Tanium Inc. All Rights Reserved Page 32

Installing the Tanium Server
This topic describes how to install a standalone Tanium Server on a dedicated Windows
Server host. For details about the Tanium Server and its deployment options, see Tanium
Server. To install Tanium Servers in a high availability (HA) deployment, see Installing the
Tanium Server in an active-active HA cluster on page 48.

The Tanium Server installer performs the following actions:

l Installs any necessary database tools, such as Microsoft SQL Server client tools and
utilities.

l Creates the Tanium databases on a remote database server and initializes the
database tables in those databases.

l Opens required ports in the local host computer Windows Firewall.

l Installs Tanium Server on the local host computer and starts the Tanium Server
service. The service starts the application server that hosts the Tanium Console.
HTTPS access is set up using the certificate and key specified during installation.

Before you begin

Make sure:

l You can access the installer package and license file.

l The host system meets the hardware, software, and network connectivity
requirements suitable for your deployment: see Requirements on page 12.

l Your Microsoft Active Directory administrator has set up the accounts your team needs
for the Tanium platform deployment.

l Your network administrator has configured firewall rules to allow communication on
the TCP ports Tanium uses.

l Your security team has configured exceptions to host-based security policies to allow
Tanium processes to operate smoothly and at optimal performance.

l Your database administrator has created a database server for the Tanium Core
Platform deployment and that there is a privileged domain administrator account that
you can use to create the Tanium databases when you run the installer.

https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Server
https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Server
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
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IMPORTANT: The Windows Secondary Login service (seclogon) must have its
Startup type set to Automatic or Manual, not Disabled, or else the Tanium
database installation will fail.

Decide the type of database to use:
l PostgreSQL server: Check with your Technical Account Manager (TAM) if you are

interested in deploying Tanium with a PostgreSQL Server. A special distribution
of PostgreSQL Server is required. For details, see the Tanium Support
Knowledge Base article (login required).

l Microsoft SQL server: If you plan to deploy with an SQL Server, the best practice
is to install SQL Server Management Studio on the Tanium Server host computer
before you run the installer. SQL Server Management Studio is optional, but
most Tanium administrators find it useful to verify database transactions and to
manage the databases. If you install SQL Server Management Studio before you
run the installer, the installer does not call the Microsoft SQL Server utilities
installers.

Note:
As a best practice for additional security, provision a non-system hard drive for the
Tanium Server installation.

Install the Tanium Server

1. Log into the host system as a local administrator or domain user with administrator
permissions.

2. Copy the installation package file and license to a temporary location.

3. Right-click the SetupServer.exe file and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key

settings.

https://tanium.zendesk.com/hc/en-us/articles/360003400812
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Settings Guidelines

Database Server Type l PostgreSQL Server
Install a local database server and utilities.

l Microsoft SQL Server
The installer displays additional pages for selecting database server
and client utilities options.

Postgres Not Found If you set the Database Server Type to PostgreSQL Server and the
installer cannot find a local PostgreSQL Server installation, the
following options appear:
l Install and configure local Postgres Server.

This option supports only proof-of-concept (POC) deployments.

l Use remote Postgres Server.
This option supports production deployments.

l Exit the installer now.
Select this option if you are not ready to make the connection to
the remote PostgreSQL Server.

SQL Command Line
Utilities Not Found

If you set the Database Server Type to Microsoft SQL Server and the
installer cannot find a local SQL Server installation and SQL utilities,
the following options appear:
l Download and Install SQL 2012 Native Client and SQL 2012

Command Line Utilities now.
Select this option to install the utilities necessary to connect to a
remote SQL server and create databases. If you select this option,
and the Tanium installer detects that these utilities are already
present on the host system, it does not overwrite the existing
installation; it simply does not call the Microsoft installer for the
utilities.

l Download and Install SQL Server 2014 SP2 Express Edition with
Tools now.
Select this option only for limited, proof-of-concept (POC)
deployments.

l Exit the installer now. (Download and install manually)
Select this option if you want to install the utilities yourself. After
you have done so, if you re-run the Tanium installer, you can select
the first option, and the Tanium installer will verify that the utilities
are present and not call the Microsoft installer.



© 2019 Tanium Inc. All Rights Reserved Page 35

Settings Guidelines

Installation Type l Custom Install
Select this option for production deployments.

l Express Install
Select this option only for limited, POC deployments.

Choose Service
Account for Tanium
Server and Database
Access

Specify Account

This option is required for production deployments. Specify a service
account that can connect to the remote database server and has
permissions to create databases. The account you specify will also run
the Tanium Server service on the local host computer. Specify the
following details:

l User Name: Just the account name portion of the credentials. For
example, taniumsvc.

l Domain: The fully qualified domain name. For example,
example.com.

l Password: The corresponding password.

Local System Account

This option is supported for limited POC deployments where the
Tanium Server and database server are co-located on the local host
system.

Choose Install
Location

The default is C:\Program Files\Tanium\Tanium Server. As
a best practice for additional security in enterprise production
deployments, install the Tanium Server on a non-system hard drive.

License Configuration Browse and select the directory where you copied the Tanium license
file.

Server
Console/API Port

The default is 443.
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Settings Guidelines

SSL Certificate and Key l Generate Self-Signed Certificate and Key
The SSL certificate and key are used for secure communication
with Tanium Console users and API users. If you select this option,
the installer generates a self-signed certificate and key. Specify the
fully qualified domain name (FQDN) of the Tanium Server. For
example, ts1.example.com or ts1.example.com. If you are
deploying a cluster, specify the FQDN for both servers, separated by
a comma (no spaces). For example,
ts1.example.com,ts2.example.com.

l Use Existing Certificate and Key
If you purchased a commercial CA or generated an enterprise CA,
use this option to select the certificate file and key file.

Server Port The default is 17472.

SQL server and
database

If you are setting up a connection to an SQL Server, you have the
following options:
l Use Local Database

This option is supported only for POC deployments. When SQL
Server is installed on the local host computer, you can select a
database server from the Local Instance list box.

l Use Remote Database
Select this option and specify the path to the remote database
server in the Remote SQL Path text box. The syntax is
<hostname>\<database server name>. For example,
SQL1\SQLEXPRESS.

Click Test to test the connection.

Tip: If the SQL Server listens on a custom-assigned port (not 1433),
specify the port in the Remote SQL Path text box. For example,
SQL1\SQLEXPRESS,1444.
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Settings Guidelines

Postgres Configuration If you are setting up a connection to a Postgres server, you must
specify the following settings:
l Server

localhost for a local server or the FQDN or IP address of the
remote server. You must enter IPv6 addresses within square
brackets (for example, [2001:db8::1]).

l Options
Additional parameters to pass in the connection. Typically, this is
dbname and port. For example, dbname=postgres port=5432

user=postgres.

Click Test to test the connection.

Install local Tanium
Module Server

Select this option only if you are installing a POC deployment.

Open Tanium Ports in
Windows Firewall

Select this option to open the Tanium Server ports in Windows
Firewall. Ports 443 and 17472 are the default port numbers.

Set Administrator
Account

Set the user name and password for the initial Tanium Console
administrator account. This is the account that must be used in the
initial login. From there, the administrator can create additional users.
For Active Directory accounts, use DOMAIN\username or UPN format.
For example, TAM\TaniumAdmin or TaniumAdmin@TAM. For local
accounts, use MACHINE\username syntax.

Choose Start Menu
Folder

The default is Tanium Server.

Next steps

Install the remote Module Server. See Installing the Tanium Module Server on page 38.
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Installing the Tanium Module Server
This topic describes how to install a Tanium Module Server on a dedicated Windows Server
host. For details about the Module Server and its deployment options, see Tanium Module
Server.

The Module Server installer performs the following actions:

l Opens TCP port 17477 in the local host computer Windows Firewall.

l Installs the Module Server on the host computer and starts the service.

If possible, run the installer and specify connection settings to automatically register with
the Tanium Server. Otherwise, complete the manual registration workflow.

Install the Module Server and automatically register with the Tanium
Server

The installer for Module Server 7.2 and later supports automatic registration with the
Tanium Server. Automatic registration performs the following tasks:

l Installs required certificates: trusted.crt on the Module Server host and
trusted-module-servers.crt on the Tanium Server host.

l Creates required Windows Registry entries on both the Module Server and Tanium
Server host computers.

Before you begin

Ensure the following prerequisites are met and take the following actions:

l Make sure your network security administrator has configured network firewall rules
to allow communication between Tanium Server and Tanium Module Server on TCP
port 17477.

l Your security team has configured exceptions to host-based security policies to allow
Tanium processes to operate smoothly and at optimal performance.

l If a local Module Server has been installed on the Tanium Server host computer, go to
the Tanium Server host computer and take the following actions:

1. Stop the Tanium Server service.

2. Stop and disable the Tanium Module Server service.

https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Module_Server
https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Module_Server
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
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3. Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear
the setting for the Module Server. (Clear the value 127.0.0.1.)

4. Restart the Tanium Server service.

Run the installer

1. Log into the Module Server host system as an administrator user.

2. Copy the installation package file to a temporary location.

3. Right-click the SetupModuleServer.exe file and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key

settings.

Settings Guidelines

Choose Install
Location

The default is C:\Program Files\Tanium\Tanium Module
Server.

Module Server Port The default is 17477.

SSL Certificate l Generate Self-Signed Certificate and Key
The SSL certificate and key is used to secure connections to the
Module Server from services like Patch.
If you have not obtained a certificate for this server from a
commercial CA or enterprise CA, you can select this option, and the
installer will generate a self-signed certificate and key (ssl.crt
and ssl.key). Specify the fully qualified domain name of the
Module Server. For example, tms1.example.com.

l Use Existing Certificate and Key
If you have purchased a commercial CA or generated an enterprise
CA, use this option to select the certificate and key files.

Register with Tanium
Server

Specify connection information for registration with the Tanium
Server. Specify a Tanium Console admin username and password.

Install the Tanium Module Server and manually register with the Tanium
Server

The 7.x Module Server installers support manual registration with the Tanium Server. In 7.0
and 7.1, manual registration is your only option. In 7.2 and later, automatic registration is
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simpler, but the installer supports manual registration in case the Tanium Server is
unavailable when you run the installer.

Before you begin

Ensure the following prerequisites are met and take the following actions:

l Make sure your network security administrator has configured network firewall rules
to allow communication between Tanium Server and Tanium Module Server on TCP
port 17477.

l Your security team has configured exceptions to host-based security policies to allow
Tanium processes to operate smoothly and at optimal performance.

l Go to the Tanium Server host system installation directory and copy the
SOAPServer.crt file to the Module Server host computer so you can select it when
you run the installer.

l If a local Module Server has been installed on the Tanium Server host computer, go to
the Tanium Server host computer and take the following actions:

1. Stop the Tanium Server service.

2. Stop and disable the Tanium Module Server service.

3. Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear
the setting for the Module Server. (Clear the value 127.0.0.1.)

4. Restart the Tanium Server service.

Run the installer

1. Log into the Tanium Module Server host system as an administrator user.

2. Copy the installation package file to a temporary location.

3. Right-click the SetupModuleServer.exe file and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key

settings.

Settings Guidelines

Choose Install
Location

The default is C:\Program Files\Tanium\Tanium Module
Server.

Module Server Port The default is 17477.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
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Settings Guidelines

SSL Certificate l Generate Self-Signed Certificate and Key
The SSL certificate and key is used to secure connections to the
Tanium Module Server from services like Patch.
If you have not obtained a certificate for this server from a
commercial CA or enterprise CA, you can select this option, and the
installer will generate a self-signed certificate and key (ssl.crt
and ssl.key). Specify the fully qualified domain name of the
Tanium Module Server. For example, tms1.example.com.

l Use Existing Certificate and Key
If you have purchased a commercial CA or generated an enterprise
CA, use this option to select the certificate and key files.

Manually specify
Tanium Server
certificate

If the Tanium Server cannot be reached over the network, you can
select the manual option and select the Tanium Server certificate.

(On a new installation, the file is the SOAPServer.crt file that was
copied from the Tanium Server. If you are re-running the installer and
want to use the Tanium Server certificate created by the previous run
of the installer, browse and select the trusted.crt file in the
installation directory).

5. Manually register the Module Server with the Tanium Server.
The installer creates an SSL certificate file named ssl.crt in the Module Server
installation directory. Copy it to the Tanium Server installation directory and rename
it trusted-module-servers.crt.

6.  Configure the Tanium Server to use the remote Module Server:
a. Log into the Tanium Server host system.

b. Go to Windows Services and stop the Tanium Server service.

c. Go to the following location in the Windows Registry:
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium
Server

d. Find the ModuleServer key and change it to the FQDN of the remote Module
Server.

e. Restart the Tanium Server service.
Note: If you previously installed a local Module Server, leave the Tanium Module
Server service stopped and disabled on the Tanium Server. The Tanium Server
must use only the remote Module Server.
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Updating the Module Server certificate

Registration ensures secure communication between the Module Server and the Tanium
Server. If you update the Module Server certificate, you must re-do the registration, either
by re-running the installer or using the CLI. For an example of using the Module Server CLI
registration command, see the Tanium Core Platform Deployment Reference Guide:
Command-line interface.

Next steps

If your deployment will include a Tanium Zone Server, install it: see Installing the Tanium
Zone Server on page 43. Otherwise, verify the deployment: see Verifying the Tanium Core
Platform deployment on page 52.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Examples
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Examples
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Installing the Tanium Zone Server
This topic describes how to install a Tanium Zone Server and Zone Server Hub. For details
about the Zone Server, Zone Server Hub, and deployment options, see Tanium Zone Server.

Before you begin

Make sure:

l You have the right version of the installer. The installation package for all servers must
have the same build number (for example, all must have build number 7.3.314.4103).
Contact your Tanium Technical Account Manager (TAM).

l All of the host computers meet the system requirements.

l Your network administrator has configured firewall rules to allow communication
from the Zone Server Hub to the Zone Server on TCP port 17472.

l Your security team has configured exceptions to host-based security policies to allow
Tanium processes to operate smoothly and at optimal performance.

Install the Tanium Zone Server

This section provides procedures for the following workflow:

1. Run the installer on the Zone Server Hub host computer and configure a Zone Server
list that defines the Zone Servers with which it can communicate. In this example, the
Tanium Server host computer is also the Zone Server Hub host computer.

2. Run the installer on one or more Zone Server host computers in the DMZ.

The Tanium Zone Server installer takes the following actions:

l Opens TCP port 17472 in the local host computer Windows Firewall.

l Installs Tanium Zone Server Hub or Zone Server on the local host computer and starts
the service.

Install the Zone Server Hub

1. Log in as an administrator user on the internal network host system where you will
install the Zone Server Hub.

2. Copy the installation package file (SetupZoneServer.exe) to a temporary
location.

https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Zone_Server
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/security_exceptions.html
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3. Right-click SetupZoneServer.exe and select Run as administrator.
4. Complete the installation wizard. The following table provides guidelines for key

settings.

Settings Guidelines

Choose Install Location The default is C:\Program Files (x86)\Tanium\Tanium
Zone Server.

Choose Service
Account for Tanium
Zone Server

Specify Account

Specify a service account to run the Tanium Zone Server Service on
the local host computer. Specify the following details:

l User Name: Just the account name portion of the credentials. For
example, taniumsvc.

l Domain: The fully qualified domain name. For example,
example.com.

l Password: The corresponding password.

Local System Account

Select this option to install software and run the service in the context
of the Local System account.

Server Address Specify the FQDN or IP address of the Tanium Server. You must enter
IPv6 addresses within square brackets (for example, [2001:db8::1]).

Server Port The default is 17472.

Public Key File The path to the Tanium Server public key. The Tanium Server public
key is used to set up secure communication between the Zone Server
Hub and Zone Server.

Make this server the
hub server.

Select this option when you run the installer on the internal network
host computer (such as the Tanium Server host computer in this
example).

Allowed Hub IP Address Not applicable for the installation on the Zone Server Hub host.

5. Run Notepad as Administrator: right-click Notepad.exe and select Run as
Administrator.

6. Open C:\Program Files (x86)\Tanium\Tanium
ZoneServer\ZoneServerList.txt.
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7. Add one line with the Tanium Zone Server FQDN or IP address. You must enter IPv6
addresses within square brackets (for example, [2001:db8::1]). If you deploy multiple
Zone Servers, list one entry per line.

8. Save the file as an ASCII plain text file (not RTF).

9. (Non-local hub only) If the Zone Server Hub resides on a different host than the
Tanium Server, configure the following Windows registry keys on the Tanium Server.

Value Type Guidelines

AllowedHubs REG_SZ A comma-separated list of Zone Server Hubs that are
authorized to communicate with this Tanium Server.
Specify the hubs by FQDN or IP address. You must enter
IPv6 addresses within square brackets (for example,
[2001:db8::1]). The default value is 127.0.0.1 (localhost).

EnforceAllowedHubs REG_
DWORD

The default value 1 specifies that the Tanium Server
enforces the AllowedHubs setting: only Zone Server Hubs
listed in AllowedHubs can communicate with the Tanium
Server. The value 0 enables any Zone Server Hub to
communicate with the Tanium Server regardless of the
AllowedHubs setting.

Install the Zone Server

1. Go to the Tanium Server host system installation directory and copy the Tanium
Server SSL public key file (tanium.pub) to the Tanium Zone Server host computer
so you can select it when you run the installer.

2. Log into the Tanium Zone Server host computer as an administrator user.

3. Copy the installation package file to a temporary location.

4. Right-click the SetupZoneServer.exe file and select Run as administrator.
5. Complete the installation wizard. The following table provides guidelines for key

settings.

Settings Guidelines

Choose Install
Location

The default is C:\Program Files (x86)\Tanium\Tanium
Zone Server.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
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Settings Guidelines

Choose Service
Account for Tanium
Zone Server

Specify Account

Specify a service account to run the Tanium Zone Server Service on
the local host computer. Specify the following details:

l User Name: Just the account name portion of the credentials. For
example, taniumsvc.

l Domain: The fully qualified domain name. For example,
example.com.

l Password: The corresponding password.

Local System Account

Select this option to install software and run the service in the context
of the Local System account.

Server Address Specify the FQDN or IP address of the Tanium Server.

Server Port The default is 17472.

Public Key File The path to the Tanium Server public key. The Tanium Server public
key is used to set up secure communication between the Zone Server
Hub and Zone Server.

Make this server the
hub server.

Make sure this option is not selected when you run the installer on the
Tanium Zone Server host computer.

Allowed Hub IP
Address

A comma-separated list of IP addresses of Zone Server Hubs that are
authorized to communicate with this Zone Server. You must enter IPv6
addresses within square brackets (for example, [2001:db8::1]).

This option enhances security by restricting access to only those hubs
that are explicitly specified. If you do not want to restrict allowed
hubs, go to the Tanium Zone Server Windows Registry (HKEY_
LOCAL_MACHINE/SOFTWARE/Wow6432Node/Tanium/Tanium
ZoneServer) and set EnforceAllowedHubs to 0.

6. On the Tanium Server host computer, go to Windows Services and restart the Tanium
Server service.

7. On the Zone Server Hub host computer, go to Windows Services and restart the
Tanium Zone Server service.

8. On the Zone Server host computer, go to Windows Services and restart the Tanium
Zone Server service.
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9. If you configure separated SeparatedSubnets.txt or IsolatedSubnets.txt
files on the Tanium Server, you must copy the files to the Zone Server as described
under Tanium Client Deployment Guide: Configuring Tanium Client peering.

10. If necessary to prevent over-consumption of disk space on the Zone Server, you can
configure a maximum cache size: see Limit Zone Serve cache storage on page 60.

Next steps

Verify the deployment: see Verifying the Tanium Core Platform deployment on page 52.

https://docs.tanium.com/client/client/client_peering.html
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Installing the Tanium Server in an active-
active HA cluster
You can deploy two Tanium Servers in an active-active high availability (HA) cluster to
ensure continuous availability in the event of an outage or scheduled maintenance. For
details about HA deployments, see Tanium Server.

HA cluster requirements and limitations

An HA deployment has the following requirements:

l Each Tanium Server must run the same software version, including build number (for
example, each must have build number 7.3.314.4103).

l Each Tanium Server must meet or exceed the requirements for the total number of
endpoints that your deployment targets. Each server must be able to independently
handle load from the full deployment in the event of failure. For details, see
Reference: Host system sizing guidelines on page 74.

l The HA peers must connect to each other over a reliable Ethernet connection that has
a minimum throughput of 1 Gbps and a maximum round-trip latency of 30 ms.

l Each Tanium Server requires Internet access, directly or through a proxy server, to
download files from designated domains.

l Each Tanium Server must connect to the shared database server and shared Module
Server. The connection requires a minimum throughput of 1 Gbps and a maximum
round-trip latency of 30 ms.

Note: You do not have to configure a Microsoft Windows cluster. The procedures
provided here are based on two standalone Windows Server host computers.

Before you begin

Make sure:

l You can access the installer package and license file.

l Your network security administrator has configured security rules to allow
communication on the TCP ports Tanium Core Platform components use. In addition

https://docs.tanium.com/platform_install/platform_install/index.html#Tanium_Server
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to the ports used by standalone Tanium Servers, a Tanium Server in an HA cluster
sends and receives HA-related data on port 17472 (TCP).

l Your Microsoft Active Directory administrator has set up the accounts your team needs
for the Tanium platform deployment.

l Your database administrator has created a database server for the Tanium platform
deployment and that there is a privileged domain administrator account that you can
use to create the Tanium databases when you run the installer.

Deploy the HA cluster

1. Set up the shared database server.

2. Complete the installation for the Tanium Server on the primary host computer as
described in Installing the Tanium Server on page 32.

3. Complete the installation for the Tanium Module server as described in Installing the
Tanium Module Server on page 38.

4. Log into the second host computer and run the Command Prompt utility as the local
administrator so that you have permissions to create a folder in Program Files.

5. Create the directory by running the following command, where <drive> is the target
drive (such as D).
md "<drive>:\Program Files\Tanium\Tanium Server"

6. Copy the following files from the Tanium Server installation directory on the primary
host computer to the directory you just created on the secondary host:

l SOAPServer.crt

l SOAPServer.key

l tanium.license



© 2019 Tanium Inc. All Rights Reserved Page 50

l tanium.pvk

l tanium.pub

IMPORTANT: Always follow your organization's best practices for securely
copying sensitive files, such as the Tanium Server private key file. For example,
use GPG to encrypt the files before copying and to decrypt when they are in
place on the target server.

7. If the primary server has been deployed for days before you are deploying the
secondary server, copy the Strings folder from the Tanium installation directory on the
primary host computer to the same directory on the secondary host computer. This
step is not necessary if you are deploying both servers at the same time.

8. Copy the installation package file to a temporary location.

9. Right-click the SetupServer.exe file, select Run as administrator, and complete
the installation wizard.

10. Complete registration for the second Tanium Server with the remote Module Server.
On the Module Server host computer, use the CLI to add registration for the second
Tanium Server. Specify a Tanium Console admin username and password. For
example:

cmd-prompt> TaniumModuleServer register ts2.tam.local
Enter administrator username: TaniumAdmin

Enter password for user 'TaniumAdmin': <password>
Successfully completed registration.

Note: Registration involves copying files between the Module Server and the
Tanium Server. Both must be reachable when you issue the registration
command or the command fails.

For information about using the CLI, see Tanium Core Platform Deployment Reference
Guide: Command-line interface.

Next steps

Verify the deployment: see Verifying the Tanium Core Platform deployment on page 52.

https://en.wikipedia.org/wiki/GNU_Privacy_Guard
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Windows
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HA configuration notes

Tanium Servers in an HA cluster do not automatically synchronize their Windows Registry
settings. Therefore, you must repeat any changes to these settings on each Tanium Server in
the cluster. Settings stored in the Windows Registry include:

l Log level

l Proxy server settings

l Bypass proxy settings

l Trusted host settings

l Bypass certificate revocation list (CRL) check settings

l Tanium Client subnets

For the procedures to edit these settings, see the Tanium Console User Guide.

For guidelines on Tanium Server Windows Registry settings, see Tanium Core Platform
Deployment Reference Guide: Settings.

https://docs.tanium.com//platform_user/platform_user/index.html
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
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Verifying the Tanium Core Platform
deployment
After you install the Tanium Server (standalone or high availability (HA) cluster), Tanium
Module Server, and optional Tanium Zone Server, verify that the servers are installed
correctly and can communicate with all the necessary components of the Tanium Core
Platform.

1. Log into the Tanium Console for each Tanium Server that you installed: Use a
supported web browser (see Web browser requirements) to open the Tanium Console
URL (format is https://<Tanium_Server_FQDN>), and then enter the administrator
username and password that you set when running the Tanium Server installation
wizard.
When you first log in, the Tanium Server automatically imports:

l Tanium™ Initial Content - Base content packs, which include the sensors,
packages, saved questions, and dashboards that are essential for getting started
with Tanium. Successful installation of the content packs indicates the Tanium
Server can communicate with the content.tanium.com servers.

l Tanium™ Client Maintenance content pack, which includes the sensors,
packages, actions, and saved questions that you use to perform hygiene checks
on Tanium Clients.

l Tanium™ Interact workbench, which includes the user interface for issuing
questions, displaying results, and deploying actions. Successful installation of
Interact indicates that the Tanium Server and Module Server can communicate
with each other.

2. Verify that the Tanium Server connects to a remote Module Server: Go to the Tanium
Console info page (https://<Tanium_Server_FQDN>/info and search for Module
Count. If the entry lists 127.0.0.1, the Tanium Server is using the local Module
Server, and you must revisit the steps you performed to install the Tanium Server and

https://docs.tanium.com/platform_user/platform_user/requirements.html
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remote Module Server.

3. (HA deployments only) Import Tanium solution modules through the Tanium Console
of each Tanium Server that you installed in the HA cluster: see Tanium Core Platform
User Guide: Managing Tanium solutions. Successful imports indicate that all the
Tanium Servers in the HA cluster can connect to content.tanium.com.
The import process installs the actual modules onto the Module Server that all
Tanium Servers share, but installs the module workbenches on the Tanium Server.

4. Perform the steps under Tanium Client Deployment Guide: Using the Tanium Client
Deployment Tool to complete the following tasks:

a. Install the Tanium Client Deployment Tool (CDT).

b. Use the CDT to deploy Tanium Clients to the Tanium Core Platform servers.
In HA deployments and deployments with Zone Servers, enter the comma-
separated FQDNs of all the servers (such as

https://docs.tanium.com/platform_user/platform_user/console_solutions.html
https://docs.tanium.com/platform_user/platform_user/console_solutions.html
https://docs.tanium.com/client/client/client_deployment_tool.html
https://docs.tanium.com/client/client/client_deployment_tool.html
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ts1.local.com,ts2.local.com,zs1.local.com).

c. Use Interact to issue the question Get Computer Name and Tanium Server Name

from all machines.
Verify that the Question Results grid shows replies from all the Tanium Core
Platform servers.

d. Review recent Tanium Client registration details at Administration > System
Status.
Successful registration indicates the Tanium Clients installed correctly and can
communicate with the Tanium Server.
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5. (HA deployments only) Verify that all the Tanium Servers in the HA cluster can
download packages with URL-specified files when such a package is created or
imported. Distribute Application Management Tools is an example of a package
with URL-specified files.

a. Go to Content > Packages.
b. Select the row for Distribute Application Management Tools and click Status.
c. Verify that all the Tanium Servers in the HA cluster downloaded and cached the

files.

6. (HA deployments only) Create a new package and specify a locally uploaded file: see
Tanium Console User Guide: Create a package. After you save the package, wait a
moment for HA synchronization to occur, and then verify that all the Tanium Servers

https://docs.tanium.com/platform_user/platform_user/authoring_packages.html#Create_a_Package
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in the HA cluster downloaded and cached the files.

If verification fails, see Troubleshoot server installation issues on page 57.
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Troubleshooting the deployment
This chapter covers procedures, settings, and logs that you can use to troubleshoot issues
relating to the installation or upgrade of Tanium Core Platform servers.

Basic tips

l Check with your Technical Account Manager (TAM) to ensure the Tanium™ software
version is a recommended version.

l Ensure all Tanium Core Platform components are the same version. For example,
make sure all have build number 7.3.314.4103.

l Ensure your environment meets the host system and network requirements: see
Requirements on page 12.

l Review any error messages reported to the user interface (see Tanium Core Platform
Deployment Reference Guide: Tanium Console error log) or installation log file (see
Tanium Core Platform Deployment Reference Guide: Logs).

l If you encounter failed access messages when running an installer, examine the
permissions for the logged in user.

l If you encounter failed connections, use standard tools like ping and traceroute to
verify basic connectivity. If those checks fail, work with your network administrator to
diagnose. If those pass, it might be a certificate problem or firewall issue.

l If the Tanium Console is unavailable, check the status of the Tanium Server service
and the Tanium databases on the database server. The steps to check the status and
restart (if necessary) the Tanium Server service vary by platform:

l Windows infrastructure: You can find the Tanium Server service in the
Windows Services program.

l Tanium Appliance: Access the taniumserver service through the Tanium
Operations menu: see Tanium Appliance Deployment Guide: Reference: Tanium
Operations menu.

Troubleshoot server installation issues

After you install Tanium Core Platform servers, perform the steps under Verifying the
Tanium Core Platform deployment on page 52 to confirm that the installations succeeded. If
verification fails:

https://docs.tanium.com/platform_user/platform_user/troubleshooting.html#Console_error_log
https://docs.tanium.com/platform_user/platform_user/troubleshooting.html#Console_error_log
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/logs.html#logs_Windows
https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#tanium_service_control
https://docs.tanium.com/appliance/appliance/tanium_operations_menu.html#tanium_service_control
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1. Check the status of the Windows service for the Tanium Server, Zone Server, Zone
Server Hub, Module Server, and Tanium Client. Start any services that are not started.
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2. Check the Windows Registry on each server for typos or missing values: see Tanium
Core Platform Deployment Reference Guide: Settings.

3. Test connectivity from the Zone Server Hub to the Zone Server and from the Module
Server to the Tanium Server. You can use whatever utility you like to test connectivity.
The following example shows how to use Portqry at the CLI of the Zone Server Hub
host to verify whether the Zone Server is listening on a specified port.

c:\> portqry -n zs1.tam.local -p tcp -e 17472
Querying target system called:
zs1.tam.local
Attempting to resolve name to IP address...
Name resolved to 10.10.10.15
querying...
TCP port 17472 (unknown service): LISTENING
c:\>

If you can reach the server and get an answer (LISTENING), then basic connectivity is
not the issue. If you cannot reach the server, you might need to work with your
network and security administrators to resolve the issue.

4. Verify that the server FQDNs resolve to an IP address through DNS. The preceding step
uses Portqry as an example to show DNS resolution. You can also use nslookup at the
CLI, as follows.

c:\> nslookup <server_FQDN>
Server: Unknown

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://support.microsoft.com/en-us/help/310099/description-of-the-portqry.exe-command-line-utility
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Address: 10.10.10.10
Name: <server_FQDN>
Address: 10.10.10.15

If DNS resolution fails, work with your network administrator to resolve it. If DNS
resolution is not possible, you can reconfigure the connection settings using IP
addresses instead of FQDNs.

5. If the preceding steps do not resolve the issue, generate logs as follows and then
contact your TAM.

a. Set the log verbosity level to 41 on the Tanium Client (see Client Deployment
Guide: Tanium Client Settings) and on the Zone Server, Zone Server Hub,
Module Server, and Tanium Server (see Tanium Core Platform Deployment
Reference Guide: Settings).

b. Reproduce the issue by re-asking the question you used to verify the
deployment.

c. Examine both the server and Tanium Client logs. Your TAM can also analyze the
logs.

Limit Zone Serve cache storage

To optimize Tanium system performance, the Tanium Zone Server caches sensor
definitions, configuration information, package files associated with actions, and files
requested through the Tanium Client API. It provides these resources to Tanium Clients
without having to re-request them from the Tanium Server. If the Zone Server has an
unusually long startup time, this might indicate that the cache storage is taking too much
disk space. The following steps describe how to limit the cache size and clear the cache. As
a best practice, set the limit to whichever is the lesser value between 200GB and 60% of
available disk space on the drive where the Zone Server is installed.

1. Go to Administration > Global Settings and click New Setting.
2. Configure the following values and click Save:

l Setting Name: Enter zs_full_cache_limit_in_MB.
l Setting Value: Enter the maximum storage space in megabytes for the Zone

Server cache. The default is 0 (unlimited).

l Affects: Select Server
l Value Type: Select Numeric

3. Access the Zone Server and stop the Zone Server service (Tanium ZoneServer).

https://docs.tanium.com/client/client/troubleshooting.html#Tanium_Client_settings
https://docs.tanium.com/client/client/troubleshooting.html#Tanium_Client_settings
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/logs.html#logs_Windows
https://docs.tanium.com/client/client/troubleshooting.html#Logs
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4. Remove all the files in the Zone Server cache (<Zone_
Server>\Cache\HotCacheFile) to reinitialize it.

5. Start the Zone Server service.

Note: If you upgraded your Zone Server Hub from a version previous to 7.3 or later,
the <Zone_Server>\Cache\HotCacheFile directory might have leftover files.
Because these files are no longer needed in version 7.3 or later, you can remove them
to save disk space and improve hub startup times.

Windows Registry

Many settings for Tanium Core Platform servers are added to the Windows Registry when
you install the servers. If you encounter issues with an installation, you can review the
registry entries for typos. For descriptions of the registry settings, see Tanium Core Platform
Deployment Reference Guide: Settings.

Note: Proxy server-related keys have entries only if you configured a proxy server. For
details, see Tanium Console User Guide: Configuring proxy server settings.

Logs

Examine the following logs to troubleshoot issues. For details about the log locations and
contents, see Tanium Core Platform logs.

Log file Description

Install.log The server installation log file indicates which actions completed
successfully and which failed when installing a Tanium Core Platform server.

log<#>.txt The TDownloader logs might help you troubleshoot when importing Tanium
content packs and solution modules or downloading updates to package
files.

auth<#>.txt The authentication logs might help you troubleshoot issues when accessing
the Tanium Console.

module-
history<#>.txt

The module-history logs might help you troubleshoot issues when Tanium
solution modules execute plugins

Table 6: Tanium Core Platform logs

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/settings.html#Windows
https://docs.tanium.com/platform_user/platform_user/console_proxy_server_settings.html
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/logs.html#logs_Windows
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Tanium Support

Your TAM is your first contact for assistance with preparing for and performing an
installation or upgrade, as well as verifying and troubleshooting the initial deployment.

If you require further assistance from Tanium Support, please be sure to include version
information for Tanium Core Platform components and specific details on dependencies,
such as the host system hardware and OS details and database server version. Log into
https://support.tanium.com and submit a new ticket or send us an email at
support@tanium.com.

Uninstall Tanium

Uninstall the Tanium Core Platform

If you no longer want to use the Tanium Core Platform, or you want to clean up completely
before reinstalling:

1. Uninstall the Tanium Core Platform servers: Tanium Server, Tanium Module Server,
Tanium Zone Server, and Tanium Zone Server Hub. The order in which you uninstall
the servers does not matter.

2. Remove the Tanium databases (tanium and tanium_archive) from the database
server.

Uninstall a Tanium Core Platform server

1. Open the Windows Control Panel and use the Uninstall a program feature to
uninstall a Tanium Core Platform server.
The Windows program invokes the Tanium uninstaller, which stops and removes the
Tanium service associated with the server and deletes Windows Registry entries
(except the top entry for Tanium). Completely wiping the installation requires the
following manual tasks that the installer does not perform.

2. In the Windows Registry, go to HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\ and delete Tanium.

3. In Windows Explorer, go to the Tanium installation location and delete the Tanium
directory.

4. Empty the Windows Recycle Bin.

https://support.tanium.com/
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Remove Tanium databases

Log into the database server as a database administrator and delete the tanium and
tanium.archive databases.

Uninstall a Tanium module or Tanium Client

For information about uninstalling a Tanium solution module or Tanium Client, see the
corresponding user guide.

Solution module Uninstall link

Tanium™ Asset User Guide

Tanium™ Client Tanium Client on Windows

Tanium Client on macOS

Tanium Client on Linux

Tanium Client on Solaris

Tanium Client on AIX

Tanium™ Comply User Guide

Tanium™ Connect User Guide

Tanium™ Deploy User Guide

Tanium™ Detect User Guide

Tanium™ Direct Connect User Guide

https://docs.tanium.com/asset/asset/troubleshooting.html#uninstall
https://docs.tanium.com/client/client/deploy_package_windows.html#uninstall
https://docs.tanium.com/client/client/deploy_package_mac.html#uninstall
https://docs.tanium.com/client/client/deploy_package_linux.html#uninstall
https://docs.tanium.com/client/client/deploy_package_solaris.html#uninstall
https://docs.tanium.com/client/client/deploy_package_aix.html#uninstall
https://docs.tanium.com/comply/comply/troubleshooting.html#Uninstall_Comply
https://docs.tanium.com/connect/connect/troubleshooting.html#uninstall_Connect
https://docs.tanium.com/deploy/deploy/troubleshooting.html#uninstall
https://docs.tanium.com/detect/detect/troubleshooting.html#Uninstall_IOC_Detect
https://docs.tanium.com/direct_connect/direct_connect/troubleshooting.html#uninstall
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Solution module Uninstall link

Tanium™ Discover User Guide

Tanium™ End-User Notifications User Guide

Tanium™ Health Check User Guide

Tanium™ Incident Response Not applicable

Tanium™ Integrity Monitor User Guide

Tanium™ Interact User Guide

Tanium™ Map User Guide

Tanium™ Network Quarantine User Guide

Tanium™ Patch User Guide

Tanium™ Performance User Guide

Tanium™ Protect User Guide

Tanium™ Reputation User Guide

Tanium™ Reveal User Guide

Tanium™ Threat Response User Guide

Tanium™ Trace User Guide

Tanium™ Trends User Guide

https://docs.tanium.com/discover/discover/troubleshooting.html#Uninstall_Discover
https://docs.tanium.com/end-user_notifications/end-user_notifications/troubleshooting.html#uninstall
https://docs.tanium.com/health_check/health_check/troubleshooting.html#uninstall
https://docs.tanium.com/integrity_monitor/integrity_monitor/troubleshooting.html#uninstall_im
https://docs.tanium.com/interact/interact/troubleshooting.html#Uninstall
https://docs.tanium.com/map/map/troubleshooting.html#uninstall
https://docs.tanium.com/network_quarantine/network_quarantine/troubleshooting.html#uninstall
https://docs.tanium.com/patch/patch/troubleshooting.html#Uninstall_Patch
https://docs.tanium.com/performance/performance/troubleshooting.html#uninstall
https://docs.tanium.com/protect/protect/uninstall.html
https://docs.tanium.com/reputation/reputation/troubleshooting.html#uninstall
https://docs.tanium.com/reveal/reveal/troubleshooting.html#uninstall
https://docs.tanium.com/threat_response/threat_response/troubleshooting.html#uninstall
https://docs.tanium.com/trace/trace/troubleshooting.html#Uninstall_Trace
https://docs.tanium.com/trends/trends/troubleshooting.html#Uninstall
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Upgrading Tanium Core Platform servers
Supported upgrade paths

Path Notes

7.3.x to 7.3.x Minor upgrade. However, always consult with your Tanium Technical Account
Manager (TAM) for guidance and caveats.

7.2.x to 7.3.x Major upgrade.

7.1.x to 7.3.x Major upgrade. In 7.2, the Tanium Server installer creates the TLS certificate and
cryptographic keys necessary to enable TLS connections to it.

In addition, the Module Server installer can automatically register (create
certificates and registry entries) the Module Server with the Tanium Server. To
support this registration during upgrade, you must install the Tanium Server first
so that it has the communication capabilities to accept the registration request
from the Module Server.

7.0.x to 7.3.x Major upgrade. In 7.1, RBAC replaces system roles. Make sure you understand
RBAC and are ready to assign roles to users before you upgrade.

6.5.x to 7.3.x Major upgrade. In 7.0 and later, the Tanium Console user interface (UI) differs
from the earlier UI. The best practice is to upgrade your lab deployment first and
verify that you can perform your key tasks with the new 7.x user interface before
upgrading your production deployment.

Server upgrade overview

The maintenance window for upgrading Tanium Core Platform servers is usually under an
hour. To avoid unexpected issues, all servers must run the same software version. As a best
practice, complete the upgrade for all the servers in the same maintenance window. If you
have a high availability (HA) cluster, complete the upgrade for both Tanium Server HA peers
in the same window.

If you do not need to change the server hostname or SSL certificate or key files, you can
simply run the 7.3.x installers to overwrite the existing installation with updated files, and
copy the new license file (if any) to the installation directory on the Tanium Servers.

In some cases, you might want to take the opportunity to change the server hostname or
install new SSL certificates and keys (for example, if the existing ones are due to expire). If
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so, the upgrade experience is similar to the initial installation and has similar prerequisite
steps. You must be able to copy the certificate and key files between host computers to
complete the installation. If you change the server hostnames, you must reconfigure the
Tanium Client on endpoints so they can communicate with the servers.

The upgrade procedures in this guide assume your host and network environment meets
the initial installation requirements. There are no new requirements added for 7.3.x.

The settings you manage with the Tanium Console are saved to the database, so any
customizations you have saved in your existing deployment will persist through the
upgrade.

Before you begin

Perform the following tasks before upgrading:

l Read the release notes for all of the core platform software versions that were
released after your current version to stay informed about expected behavior.

l Make sure the current deployment is working as expected. Be sure to check all core
platform server components and all solutions.

l Consult with your TAM if you plan to change the Tanium Server hostname. Your TAM
needs the new hostname when creating a Tanium license for you.

l Obtain the installers (.exe files) and new license file from your TAM.

l A normal upgrade does not require you to restore from the backups, but backups can
save you work in the event you encounter issues and want to restore the system to a
known functional state. Take the following actions:

o Back up the current installation folder, particularly the license files and
SSL certificate and key files. The SSL public and private keys are unique to your
environment and cannot be recreated or recovered. Copies of these files should
be archived, secured, and managed according to your internal security policies
as you would any other system-level security and credential files.

https://kb.tanium.com/Category:Release_Notes
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o Back up the tanium and tanium_archive databases.

l Under ordinary circumstances, the installer for each Tanium Core Platform server
stops the associated Tanium service, updates the software, and restarts the service. In
deployments with an exceptionally large amount of data, stopping a service might
take an exceptionally long time, and the installer might abort the installation before
the service properly shuts down. As a best practice to avoid this, stop the Tanium Core
Platform services in the following order before starting the upgrade:

o Tanium Zone Server
o Tanium Zone Server Hub
o Tanium Module Server
o (HA deployment only) Non-primary Tanium Servers
o Primary (HA) or standalone (non-HA) Tanium Server

Order of upgrade

You must upgrade Tanium Core Platform servers in the following order:

1. Tanium Servers (primary and non-primary servers in HA deployments)

2. Module Server
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3. Zone Server Hub

4. Zone Server

Upgrade the Tanium Server

When you upgrade, the Tanium™ Server installer takes the following actions:

l Stops the Tanium Server service.

l Installs Tanium Server software and Tanium Console UI components.

l Updates the Windows registry with the values you specify in the interactive
installation wizard.

l Updates the Tanium databases on the remote database server and re-initializes the
database tables in those databases.

l Opens required ports in the local host computer Windows Firewall.

l Starts the Tanium Server service.

IMPORTANT: The Windows Secondary Login service (seclogon) must have its Startup
type set to Automatic or Manual, not Disabled, or else the Tanium database
installation will fail.

Note: In an upgrade of a production deployment, the installer detects from the
Windows Registry that the Tanium Module Server is not installed locally, so it does
not attempt to upgrade it or start the Tanium Module Server service.

Upgrade a standalone (non-HA) or primary (HA) Tanium Server

1. Log into the host system as a local administrator or domain user with administrator
permissions.

2. Copy the installer (SetupServer.exe) and license files to a temporary location on the
host computer.

3. If you have new SSL certificate and key files, copy them to the host computer so you
can select them when you run the installer.

4. Right-click the SetupServer.exe file and select Run as administrator.
5. Complete the installation wizard. Consider the following:

l Select Custom Install, not Express Install. When you select Custom Install, the
installer prompts you for each setting and populates the wizard form with the
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values extant in the present installation. This gives you a chance to review the
current installation and replace the certificate and license files, if necessary, or
change other installation settings. When you select Express Install, the installer
uses the existing values but does not give you an opportunity to review or
change them.

l On the License Configuration page, be sure to select the new license file if
appropriate.

l If the server has new SSL certificate and key files, use the Certificate Path and
Key Path to select them; otherwise, use the values that the installer populates.

Upgrade a non-primary (HA) Tanium Server

1. Log into the host system as a local administrator or domain user with administrator
permissions.

2. Copy the installer (SetupServer.exe) and license files to a temporary location on the
host computer.

3. If you have updated the SSL certificate and key files, copy the following files from the
Tanium Server installation directory on the primary host to the installation directory
on the non-primary host:

l SOAPServer.crt

l SOAPServer.key

l tanium.license

l tanium.pvk

l tanium.pub

IMPORTANT: Always follow your organization's best practices for securely
copying sensitive files, such as the Tanium Server private key file. For
example, use GPG to encrypt the files before copying and then decrypt
when they are in place on the target server.

4. Right-click the SetupServer.exe file and select Run as administrator.
5. Complete the installation wizard. Consider the following:

l Select the Custom installation type, not Express. When you select Custom, the
installer prompts you for each setting and populates the wizard form with the
values extant in the present installation. This gives you a chance to review the
current installation and replace the certificate and license files, if necessary, or
change other installation settings. When you select Express, the installer uses
the existing values but does not give you an opportunity to review or change
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them.

l On the License Configuration page, be sure to select the new license file if
appropriate.

l If the server has new SSL certificate and key files, use the SSL Certificate and
Key controls to select them; otherwise, retain the values populated by the
installer.

l After upgrading the Tanium Module Server, you must manually register it with
the non-primary Tanium Server, as described in the next procedure.

Upgrade the Tanium Module Server

When you upgrade, the Tanium™ Module Server installer takes the following actions:

l Stops the Tanium Module Server service.

l Updates Tanium Module Server software.

l Updates the Windows registry with the values you specify in the interactive
installation wizard.

l Initiates registration with the primary (HA) or standalone Tanium Server (if selected).

l Opens required ports in the local host computer Windows Firewall.

l Starts the Tanium Module Server service.

Before you begin

When you first upgrade to the latest release, the best practice is to automatically register
the Module Server with the primary (HA) or standalone Tanium Server. Ensure the following
prerequisites are met and take the following actions:

l Make sure your network security administrator has configured network firewall rules
to allow communication between Tanium Server and Tanium Module Server on TCP
port 17477.

l Go to the Windows Registry HKEY_LOCAL_
MACHINE\SOFTWARE\Wow6432Node\Tanium\Tanium Server and clear the
setting for the Module Server. (Clear the value 127.0.0.1.)

Upgrade the Tanium Module Server

1. Log into the Tanium Module Server host system as an administrator user.

2. Copy the installer (SetupModuleServer.exe) to a temporary location on the host
computer.
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3. If the Tanium Module Server has new certificate and public key files, copy them to a
temporary location on the Tanium Module Server host computer so you can select
them when you run the installer.

4. Right-click the SetupModuleServer.exe file and select Run as administrator.
5. Complete the installation wizard. Consider these points:

l If the Tanium Module Server has a new certificate and key, use the Use Existing
Certificate and Key controls to select them.

l If the Tanium Server has a new certificate, use the Register with the Tanium
Server or Manually specify Tanium Server certificate controls to select it. In
an HA deployment, register with the primary Tanium Server.

l If you do not use automatic registration, or if registration fails, see Install the
Tanium Module Server and manually register with the Tanium Server on page 39
for post-installer steps you must do manually to complete registration.

6. (HA only) Access the CLI of the Module Server host and run the following command to
register with the non-primary Tanium Server.

cmd-prompt>TaniumModuleServer register <Tanium_Server_FQDN>
Enter administrator username: <username>
Enter password for user '<username>':
Successfully completed registration.
cmd-prompt>

For information about using the CLI, see Tanium Core Platform Deployment Reference
Guide: Command-line interface.

Note: You typically only need to perform registration one time when you first
upgrade to the latest release. You only need to re-register if you change the
Tanium Server or Module Server certificates.

Upgrade the Tanium Zone Server

Tanium™ Zone Server software is installed on the Zone Server hub (a host computer in the
internal network, typically the Tanium Server host computer) and on one or more dedicated
Zone Server host computers in the DMZ. Upgrade both types of servers.

When you upgrade, the Tanium Zone Server installer takes the following actions:

l Stops the Tanium Zone Server service.

l Updates Tanium Zone Server software.

https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Windows
https://docs.tanium.com/platform_deployment_reference/platform_deployment_reference/cli.html#Windows
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l Updates the Windows registry with the values you specify in the interactive
installation wizard.

l Opens required ports in the local host computer Windows Firewall.

l Starts the Tanium Zone Server service.

Upgrade the Zone Server hub

1. Log into the Tanium Server host system as an administrator user.

2. Copy the installer (SetupZoneServer.exe) to a temporary location.

3. If the Tanium Server has a new public key, go to the Tanium Server host system
installation directory and copy the Tanium Server SSL public key file (tanium.pub)
to a temporary location on the Tanium Zone Server host system so you can select it
when you run the installer.

4. Right-click the SetupZoneServer.exe file and select Run as administrator.
5. Complete the installation wizard. Be sure to select the Make this server the hub

server option.

Upgrade the dedicated Zone Server

1. Log into the Tanium Zone Server host system as an administrator user.

2. Copy the installer (SetupZoneServer.exe) to a temporary location.

3. If the Tanium Server has a new public key, go to the Tanium Server host system
installation directory and copy the Tanium Server SSL public key file (tanium.pub)
to a temporary location on the Tanium Zone Server host system so you can select it
when you run the installer.

4. Right-click the SetupZoneServer.exe file and select Run as administrator.
5. Complete the installation wizard. Be sure to not select the Make this server the hub

server option.

Verify the servers upgrade

1. Open the Tanium Console URL.

2. Log in as a user with the Administrator role.
The Tanium Console opens to the home page, which displays any errors that occurred
during the Module Server upgrade.

3. Go to Administration > System Status to review recent Tanium Client registration
details and verify that clients are registering as expected.
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If verification fails, see Troubleshooting the deployment on page 57.
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Reference: Host system sizing guidelines
You can use this reference to estimate host system requirements for Tanium™ Core Platform
component servers. Exact requirements vary according to dynamic usage behavior,
including, but not limited to:

l The number of managed computers running Windows, macOS, Linux, or UNIX

l The number of saved questions that you configured to automatically archive results

l Whether the archived results for a given question are aggregated rather than stored as
individual rows within the database

l The number of configuration, state, or property data elements that must be stored
from each computer per saved question

l The size of each data element that is archived from managed computers

l The number of potential unique values that computers return for any given data
element

l The frequency at which the data elements are archived

l The Tanium solutions you intend to use in addition to the Core Platform

Because the usage behavior is so different among customers, the requirements that the
following tables present are based on representative data from numerous deployments
ranging in size from less than 1,000 to more than 500,000 managed computers.

Tanium Server host system

Use the following tables to estimate host system specifications for the Tanium Server. The
columns indicate the total endpoints deployed. In a high availability (HA) deployment, both
Tanium Server in the HA cluster must meet or exceed the requirements for the total number
of endpoints that your deployment targets. (Each must be able to independently handle
load from the full deployment in the event of failure.)

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Microsoft Windows Server 2008 R2 SP1 or later

Standard ■ ■ ■ ■

Table 7: Tanium Server operating system sizing



© 2019 Tanium Inc. All Rights Reserved Page 75

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Enterprise ■ ■ ■ ■ ■ ■

Data Center ■ ■ ■ ■ ■ ■

Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, and Windows Server
2019

Standard ■ ■ ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Server
Device

Physical or
virtual

Physical or
virtual

Physical or
virtual

Physical² Physical² Physical²

CPU Core³ 4 8 16 24 40 80

Memory 16 GB 32 GB 48 GB 96 GB 256 GB 512 GB

Disk Space⁴ 100 GB 250 GB 400 GB 750 GB 1.5 TB 3 TB

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel
for deployments with over 70,000 endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores
available with Hyper-Threading enabled.
⁴ Total space for Microsoft OS and Tanium Server. If you use Tanium™ Patch, the Tanium Server needs
an additional 500 GB of disk space to store and manage patches. If you use Tanium™ Deploy, the
Tanium Server needs additional disk space greater than or equal to twice the Deploy software library
storage.

Table 8: Tanium Server hardware sizing

Tanium Module Server host system

Use the following tables to estimate Tanium Module Server host system specifications. The
columns indicate the total endpoints deployed.
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Edition Up to 35,000 Up to 75,000 Up to 150,000 Up to 500,000¹

Microsoft Windows Server 2008 R2 SP1 or later

Standard ■ ■ ■ ■

Enterprise ■ ■ ■ ■

Data Center ■ ■ ■ ■

Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, and Windows Server 2019

Standard ■ ■ ■ ■

Enterprise ■ ■ ■ ■

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.

Table 9: Tanium Module Server operating system sizing

Edition Up to 35,000 Up to 75,000 Up to 150,000 Up to 500,000¹

Server Device Physical or virtual Physical or virtual Physical or virtual Physical or virtual

CPU Core 4 8 12 16

Memory 8 GB 16 GB 24 GB 48 GB

Disk Space 150 GB 150 GB 200 GB 300 GB

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.

Table 10: Tanium Module Server hardware sizing

Tanium Zone Server host system

Use the following tables to estimate Zone Server host system specifications. The columns
indicate the number of endpoints reporting through the Zone Server. In a Zone Server HA
deployment, provision each Zone Server to independently handle load for the cluster in
case one HA peer fails.

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Microsoft Windows Server 2008 R2 SP1 or later

Table 11: Tanium Zone Server operating system sizing
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Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Standard ■ ■ ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

Data Center ■ ■ ■ ■ ■ ■

Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, and Windows Server
2019

Standard ■ ■ ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Server
Device

Physical or
virtual

Physical or
virtual

Physical or
virtual

Physical² Physical² Physical²

CPU Core³ 4 8 16 24 40 80

Memory 8 GB 16 GB 24 GB 48 GB 128 GB 256 GB

Disk Space⁴ 100 GB 250 GB 400 GB 750 GB 1.5 TB 3 TB

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel
for deployments with over 70,000 endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores
available with Hyper-Threading enabled.
⁴ Total space for Microsoft OS and Tanium Zone Server. If you use Tanium Patch, the Tanium Zone
Server needs an additional 500 GB of disk space to store and manage patches. If you use Tanium
Deploy, the Tanium Zone Server needs additional disk space greater than or equal to twice the Deploy
software library storage.

Table 12: Tanium Zone Server hardware sizing
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PostgreSQL Server

Contact your TAM for guidance on host computer specifications and PostgreSQL Server
version specifications.

SQL Server

Use the following tables to estimate SQL Server host computer specifications and SQL
Server version specifications. The columns indicate the total endpoints deployed.

Edition Up to 500 Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Microsoft SQL Server 2008 (64-bit)

Express² ■

Workgroup ■ ■

Standard ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

Data Center ■ ■ ■ ■ ■ ■

Microsoft SQL Server 2012, SQL Server 2014, SQL Server 2016, SQL Server 2017³, SQL Server
2019³

Express² ■

Standard ■ ■ ■

Business
Intelligence

■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.
² Proof-of-concept deployments only.
³ Microsoft SQL Server 2017 and 2019 are validated for use only with Tanium 7.2 and later.

Table 13: Database server sizing
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Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Microsoft Windows Server 2008 SP3 (64-bit)

Standard ■ ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

Data Center ■ ■ ■ ■ ■ ■

Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, and Windows Server
2019

Standard ■ ■ ■ ■ ■ ■

Enterprise ■ ■ ■ ■ ■ ■

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.

Table 14: SQL Server host operating system sizing

The following hardware specifications are for use with Tanium Core Platform 7.x versions
with archiving disabled. If you use an older platform version (6.x), or you require archiving,
consult your TAM for appropriate specifications.

Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Server
Device

Physical or
virtual

Physical or
virtual

Physical or
virtual

Physical² Physical² Physical²

CPU Core³ 4 4 8 10 16 32

Memory 4 GB 8 GB 16 GB 24 GB 32 GB 48 GB

Disk Space⁴ 125 GB 150 GB 200 GB 300 GB 500 GB 750 GB

Database
Size

5 GB 20 GB 75 GB 150 GB 300 GB 500 GB

Table 15: SQL Server hardware sizing
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Edition Up to
3,000

Up to
10,000

Up to
35,000

Up to
75,000

Up to
150,000

Up to
500,000¹

Disk Array
IOPS

<100 100 150 250 500 1000

¹ The Tanium Core Platform supports over one million endpoints. For the sizing specifications of
deployments with over 500,000 endpoints, contact Tanium.
² Tanium strongly recommends that the host system have 10Gb network cards with chipsets from Intel
for deployments with over 70,000 endpoints.
³ Calculate CPU cores based on only the physical cores from allocated CPUs, not the logical cores
available with Hyper-Threading enabled.
⁴ Total space for Microsoft OS and SQL Server. Microsoft recommends that the disk space available for
memory dumps be at least three times the amount of installed RAM. The required disk space for the OS
and SQL Server accounts for the size of the OS, the size of the swap file, and the space required for
memory dumps.

Most organizations achieve optimal performance using a single, internal RAID array when
Microsoft SQL Server transaction logging is set to Simple. If you plan to enable Full
transaction logging, you might have to provision an external RAID array to manage the
transaction logs.

To determine the specific disk drive performance characteristics and RAID configuration
necessary to support deployments of different sizes, Table 15 identifies the minimum
input/output operations per second (IOPS) for the database server. Using IOPS as the
performance measurement enables internal storage administrators or storage vendors the
flexibility to recommend a final disk configuration to provide optimal performance at the
least cost.

The results reported and archived from each managed computer use an average of about 20
MB of data. However, storage requirements are directly related to platform usage patterns.
Unless actual measurements confirm that the underlying disk infrastructure provides the
minimum acceptable performance, the best practice is to not use a storage attached
network (SAN) for the Tanium application server databases.
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Change log

Date Revision Summary

June 22, 2021 Updated for PLATDOCS-600.

November 12, 2019 Updated for PLATDOCS-359.

October 9, 2019 Updated for PLATDOCS-346, PLATDOCS-343, PLATDOCS-315, PLATDOCS-357,
DOC-1170, DOC-1113, DOC-940, DOC-1199, DOC-1253.

August 20, 2019 Updated for Tanium Client 7.2.314.3584 (RHEL 8.x support) and PLATDOCS-
214.

July 9, 2019 Changed example build number to 7.3.314.4103.

July 2, 2019 Updated for 7.3-Next.

April 23, 2019 Further updates for PLATDOCS-124 and added diagrams for proxy server and
SAML deployments.

April 18, 2019 Updated for PLATDOCS-124: moved reference information to the new
Tanium Core Platform Deployment Reference Guide.

February 22, 2019 Removed "Other Versions" section from all pages; only current version is
available as HTML.

February 5, 2019 Updated for Tanium Core Platform 7.3.314.3641.

December 18, 2018 Updated for DOC-767, DOC-697, PLATDOCS-148, DOC-842, DOC-837,
PLATDOCS-125, PLATDOCS-117, DOC-778, DOC-830, DOC-826, DOC-756, DOC-
789, DOC-791, PLATDOCS-160.

November 6, 2018 Updated for 7.2 backport release.

October 24, 2018 Update for PLATDOCS-133 (macOS 10.14 Mojave support)

October 22, 2018 Updated mentions of 7.3 GA version and updated illustrations and
screenshots.

September 21, 2018 Correction for PLATDOCS-110.

September 18, 2018 Published version 7.3.

September 7, 2018 Update for DOC-751

August 30, 2018 Update for DOC-697
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Date Revision Summary

August 22, 2018 Updates for DOC-696, DOC-700, DOC-722, DOC-731.

July 31, 2018 Updated “Reference: Host system sizing guidelines” for PLATDOCS-95.

July 27, 2018 Updated Installing Tanium Zone Server for DOC-673.

July 19, 2018 Updated Server Address field for Zone Server and added Amazon Linux AMI
2018.03 for client support.

July 17, 2018 Update for 7.2.314.3246 release.

June 21, 2018 Update to say, for Zone Server Interactive Login permissions are required
when you run the installer (installation or upgrade). Interactive Login can be
revoked afterwards.

June 12, 2018 Update for 7.2.314.3235 release.

June 7, 2018 Remove Rekall URL for list of URLs accessed by Tanium. IR Memory no
longer downloads Rekall. Added table of links to solution module doc for
folder and process exclusions. Added emphasis to not require encryption for
inbound connections until you are sure all of your endpoints are TLS
enabled.

May 22, 2018 Added section to state support for Tanium in cloud service environments.

May 16, 2018 Added Microsoft SQL Server 2017 to the list of supported database
platforms.

May 8, 2018 Updated for the 7.2.314.3181 release. The installer for Tanium Server has
changed. The option to reset the Tanium database has been removed. An
option to install (or not) a local Module Server has been added.

April 30, 2018 Clarifications on Tanium Server service account requirements, Zone Server
installation, and HA for Module Server (not supported on Windows). Also,
added links to uninstall topics in solution module guides.

April 11, 2018 Added note to Module Server registration CLI example that you must specify
the port if the Tanium Console has been configured to use a non-standard
port.

March 27, 2018 Updated supported client OS tables to show support for Oracle Enterprise
Linux 5.

March 19, 2018 Added TaniumExecWrapper.exe to list of Tanium processes to exclude from
host-based security rules on endpoints to which Tanium Client is deployed.
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Date Revision Summary

March 5, 2018 Removed note to add 127.0.0.1 to Trusted Host List. This is not necessary.
Trust is built-in.

February 27, 2018 Note to add 127.0.0.1 to Trusted Host List. In 7.2, the Client API sends
download requests to 127.0.0.1. Clarified that Tanium Client 7.2 is not
supported on Ubuntu 10.04. Also fixed reported typos.

February 20, 2018 Minor update for 7.2.314.3071 GA release. Clarified that both the Module
Server and Tanium Server must be available when you run the registration
CLI command. Also added a note to look for module uninstall procedures in
the module user guide.

February 14, 2018 Removed "and license" from step 2 of "Run the installer". Only the Tanium
Server requires a license.

February 12, 2018 Clarified changed requirements for SSL certificate chaining in 7.2. Instead of
chaining, the TMS module server registration performed by the installer uses
certificate pinning to make it easier to deploy. Also, added a "before you
begin" reminder to exclude Tanium processes from host-based security
policies.

February 9, 2018 Added http://*.digicert.com to the list of URLs that must be
accessible to Tanium Server.

February 7, 2018 Updated Module Server installation documentation to include the names of
the self-signed certificate and key files.

February 6, 2018 7.2.314.2962 GA release.

January 16, 2018 Better description in summary table of upgrade to 7.2, including emphasis
that order of upgrade matters because of TMS registration.

December 21, 2017 Added export commodity classification.

December 18, 2017 Initial 7.2.314.2831 release.

December 1, 2017 Clarified the point about reimporting solution modules after the upgrade to
7.1.314.3214.

November 13, 2017 Added step in HA chapter on importing solution modules on both Tanium
Console instances.

November 6, 2017 Branding look-and-feel update (PDF).

November 2, 2017 Updated the upgrade procedures for version 7.1.314.3214.

October 31, 2017 Branding look-and-feel update (HTML).
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Date Revision Summary

October 24, 2017 In the "verification" chapter, updated Tanium™ Client Deployment Tool
(CDT) procedures. The CDT and Tanium Clients can no longer be
downloaded from content.tanium.com.

September 14, 2017 Removed a note in the HA chapter that the order in which you import
modules determines how they are ordered in the Tanium Console navigation
menu. In 7.0 and later, Interact is first, followed by other modules in
alphabetical order.

August 24, 2017 Added URL for IR Memory to the Internet URLs list. Also, update for latest
capitalization style for user documentation.

August 15, 2017 Updated verification topics to show most recent Tanium CDT.

July 31, 2017 Clarification to CDT port requirements.

July 20, 2017 Added section "HA configuration notes" to HA installation chapter.

July 10, 2017 Corrected a passage in Zone Server installation.

Added instruction to stop and start Tanium solution module services when
replacing an SSL certificate on the Module Server.

Added note that Interactive Logon is required during installation of Tanium
Server.

June 30, 2017 Revisions to produce HTML versions of 7.1 and 7.0.

June 9, 2017 Minor update to smart card topic. Added requirement to check on MITM
proxies to prerequisites topic.

May 16, 2017 Added entries in supported endpoint OS table for Tanium Client
6.0.314.1579.

May 12, 2017 Initial 7.1 release.
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